	State of Ohio
CROMERR System Checklist
In-process updates for Incompleteness Review as of Feb 18, 2011


	
	Attachments:
Attachment 1:  Subscriber Agreement with Instructions and PIN Fact Sheet 
Attachment 2:  PIN Business Process flowchart
Attachment 3:  Style Sheet samples – (for eDMR, eDRUMS, eDWR, and Air Services)
Attachment 4:  Human Readable Opportunity to Review samples of All Services.  Air Services to be provided May 2011
Attachment 5:  Copy of Record samples for each report type except for Air Services reports to be provided May 2011
Attachment 6:  Copy of Record  Policy dated May 2007 (HW program)

Attachment 7:  Air Services, eDWR, eDMR and eDRUMs Certification/Attestations for all reports
Attachment 8:  IT Disaster Recovery Plan and Business Continuity policy 


	

	Registration (e-signature cases only)



	1.  Identify-proofing of registrant


	
	Business Practice:
An individual will access the Ohio EPA eBusiness Center to download and print the Subscriber Agreement form and will take the downloaded form to a public notary.  Once the notary has verified the information and determined the person completing the request is the person presenting it to the notary, the user should sign the Subscriber Agreement in the presence of the notary and the notary should sign and attach their seal to the document.  The user then mails or hand delivers the subscriber agreement to the Ohio EPA for manual review and processing.  


	
	System Functions:
The individual must first establish an account at the Ohio EPA eBusiness Center.  At this point the user has access to several services including account management and PIN acquisition.  The PIN acquisition service includes prompting the user for the information that is part of the subscriber agreement and asking the user to create five security challenge questions and provide answers for each.  The security challenge questions and answers are encrypted and stored in the internal, physically secure database.  This information is not associated with an account at this point.  The user prints the downloaded subscriber agreement, without the security questions, and takes the agreement to a public notary.  


	
	Supporting Documentation (list attachments):
Attachment 1:  Subscriber Agreement and Instructions and PIN Fact Sheet
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	1/1- How long are subscriber agreements stored? 
Answer:  Subscriber Agreements are stored forever.
1/2- How are subscriber agreements protected from alteration or destruction?  
Answer:  Only the agency centralized PIN Management group has access to the Subscriber Agreements and an internal documented procedure requires that SA’s are received, date-stamped in, processed using an Admin Tool to approve or deny the PIN and then are filed in a locked cabinet.


	1a.  (Priority reports only) Identify-proofing before accepting e-signatures



	
	Business Practices:

Same as #1.  An electronic document cannot be submitted until a PIN is obtained.



	
	System Functions:
Same as #1.  The system will reject any submittal attempted to be made without a valid PIN.



	
	Supporting Documentation (list attachments):
N/A


	1b.  (Priority reports only) Identity-proofing method (see 1bi, 1bii, and 1b-alt)



	
	Business Practices:

Same as #1.  An individual will take a completed, unsigned subscriber agreement to a licensed notary public for in-person identity proofing, attestation, and signing. 


	
	System Functions:

This is a manual process.


	
	Supporting Documentation (list attachments):
Attachment 1.


	1bi.  (Priority reports only) Verification by attestation of disinterested individuals



	
	Business Practices:

Same as #1. 


	
	System Functions:

This is a manual process.


	
	Supporting Documentation (list attachments):
N/A



	1bii.  (Priority reports only) Information or objects of independent origin



	
	Business Practices:

Same as #1.  The unsigned subscriber agreement must be taken to a licensed notary public for in-person identity- proofing.



	
	System Functions:
This is a manual process.


	
	Supporting Documentation (list attachments):
N/A


	1b-alt.  (Priority reports only) Subscriber agreement alternative



	
	Business Practices:
Same as #1.  An individual will take an unsigned downloaded subscriber agreement to a licensed notary public for notarization.


	
	System Functions:

Notarization of the subscriber agreement is a manual process.  The form and instructions are provided online in the eBusiness Center for the user to download and print and take to the notary public for attestation and signing.


	
	Supporting Documentation (list attachments):
N/A



	2.  Determination of registrant’s signing authority



	
	Business Practices:

Two essential credentials required to determine a registrant’s signing authority are: 1) a previously or simultaneously acquired Ohio EPA PIN with a signed notarized subscriber agreement on file (see #4) and 2) the program-specific requirement for signing authority.

Program specific requirements are as follows:

Air Documents  (Rule 3745-77-01 (GG) of the Ohio Administrative Code)
A “responsible official” is authorized to sign.

"Responsible official" means one of the following:

(1) For a corporation: a president, secretary, treasurer, or vice-president of the corporation in charge of 
     a principal business function, or any other person who performs similar policy or decision-making 
     functions for the corporation, or a duly authorized representative of such person if the representative 
     is responsible for the overall operation of one or more manufacturing, production, or operating
     facilities applying for or subject to a permit and either;

     (a) The facilities employ more than two hundred fifty persons or have gross annual sales or 

           expenditures exceeding twenty five million dollars (in second quarter 1980 dollars); or 

     (b) The delegation of authority to such representatives is approved in advance by the director;

(2) For a partnership or sole proprietorship: a general partner or the proprietor, respectively;

(3) For a municipality or state, federal, or other public agency: either a principal executive officer or
     Ranking elected official. For purposes of these regulations, a principal executive officer of a federal 
     agency includes the chief executive officer having responsibility for the overall operations of a 
     principal geographic unit of the agency (e.g., a regional administrator of the United States 

     environmental protection agency); or

(4) For affected sources:

     (a) The designated representative insofar as actions, standards, requirements, or prohibitions under 
          Title IV of the Act or the regulations promulgated there under are concerned; and

     (b) The designated representative for any other purposes under these regulations.

Drinking Water Documents

No regulatory authority established to specify a registrant’s signing authority.

Hazardous Waste Documents  (Rule 3745-50-42 of the Ohio Administrative Code)
(A) All permit applications must be signed as follows:

     (1) For a corporation: By a responsible corporate officer. For the purpose of this rule, a "responsible
          corporate officer" means:

          (a) A president, secretary, treasurer, or vice president of the corporation in charge of a principal 
               business function, or any other person who performs similar policy-making or decision-making 
               functions for the corporation, or

          (b) The manager of one or more manufacturing, production, or operating facilities employing         more than two hundred fifty persons or having gross annual sales or expenditures exceeding  

                twenty-five million dollars (in second quarter 1980 dollars), if authority to sign documents has 
               been assigned or delegated to the manager in accordance with corporate procedures.

     (2) For a partnership or sole proprietorship: By a general partner or the proprietor, respectively; or

     (3) For a municipality, state, federal, or other public agency: By either a principal executive officer or 
          ranking elected official. For purposes of this rule, a principal executive officer of a federal agency 
          includes:

          (a) The chief executive officer of the agency, or
          (b) A senior executive officer having responsibility for the overall operations of a principal 
               geographic unit of the agency (e.g., regional administrator of U.S.EPA).
(B) All reports required by permits and other information requested by the director must be signed by a 
      person as described above for permit applications, or by a duly authorized representative of that 
      person. A person is a duly authorized representative only if:

      (1) The authorization is made in writing by a person described in paragraph (A) of this rule;

      (2) The authorization specifies either an individual or a position having responsibility for the overall  

           operation of the regulated facility or activity, such as the position of plant manager, operator of a 
           well or a well field, superintendent, or position of equivalent responsibility (a duly authorized 

           representative may thus be either a named individual or any individual occupying a named 
           position); and

      (3) The written authorization is submitted to the director.

(C) Changes to authorization. If an authorization under paragraph (B) of this rule is no longer accurate 
      because a different individual or position has responsibility for the overall operation of a facility, a 
      new authorization satisfying the requirements of paragraph (B) of this rule must be submitted to the 
      director prior to or together with any reports, information, or applications to be signed by an
      authorized representative.

(D) Certification. Any person signing a document under paragraph (A) or (B) of this rule must make the 
      following certification:

      (1) Certification. Any person signing a document under paragraph (A) or (B) of this rule must make 
            the following certification:

                "I certify under penalty of law that this document and all attachments were prepared under                 my direction or supervision in accordance with a system designed to assure that qualified personnel                properly gather and evaluate the information submitted. Based on my inquiry of the person

or persons who manage the system, or those persons directly responsible for gathering the

information, the information submitted is, to the best of my knowledge and belief, true, accurate, and complete.  I am aware that there are significant penalties for submitting false information, including the possibility of fine and imprisonment for knowing violations."

NPDES Permit Applications  (40 CFR 122.22)

(a) All permit applications shall be signed as follows:

     (1) For a corporation, by a responsible corporate officer, for the purpose of this section, a responsible 
          corporate officer means:

          (i) A president, secretary, treasurer, or vice-president of the corporation in charge of a principal 
              business function, or any other person who performs similar policy- or decision-making 
              functions for the corporation, or 

         (ii) the manager of one or more manufacturing, production, or operating facilities, provided, the 
              manager is authorized to make management decisions which govern the operation of the 
              regulated facility including having the explicit or implicit duty of making major capital 
              investment recommendations, and initiating and directing other comprehensive measures to
              assure long term environmental compliance with environmental laws and regulations; the
              manager can ensure that the necessary systems are established or actions taken to gather
              complete and accurate information for permit application requirements; and where authority to
              sign documents has been assigned or delegated to the manager in accordance with corporate 
              procedures.

Note: EPA does not require specific assignments or delegations of authority to responsible corporate officers identified in Section 122.22(a) (1) (i). The Agency will presume that these responsible corporate officers have the requisite authority to sign permit applications unless the corporation has notified the Director to the contrary. Corporate procedures governing authority to sign permit applications may provide for assignment or delegation to applicable corporate positions under Section 122.22(a) (1) (ii) rather than to specific individuals.

     (2) For a partnership or sole proprietorship. By a general partner or the proprietor, respectively; or

     (3) For a municipality, State, Federal, or other public agency. By either a principal executive officer
           or ranking elected official. For purposes of this section, a principal executive officer of a Federal 
           agency includes:

           (i) The chief executive officer of the agency, or
           (ii) A senior executive officer having responsibility for the overall operations of a principal 
               geographic unit of the agency (e.g., Regional Administrators of EPA).

(b) All reports required by permits, and other information requested by the Director shall be signed by
       a Responsible Official as defined above, or by a duly authorized representative of that person.  A 
      person is a duly authorized representative only if:

     (1) The authorization is made in writing by a person described in paragraph (a) of this section;    

     (2) The authorization specifies either an individual or a position having responsibility for the overall 
           operation of the regulated facility or activity such as the position of plant manager, operator of a 
           well or a well field, superintendent, position of equivalent responsibility, or an individual or 
           position having overall responsibility for environmental matters for the company, (A duly 
           authorized representative may thus be either a named individual or any individual occupying a 
           named position.) and,

     (3) The written authorization is submitted to the Director.

(c) Changes to authorization. If an authorization under paragraph (b) of this section is no longer 
      accurate because a different individual or position has responsibility for the overall operation of the 
      facility, a new authorization satisfying the requirements of paragraph (b) of this section must be 
      submitted to the Director prior to or together with any reports, information, or applications to be 
      signed by an authorized representative.
Also see #4 and #14.



	
	System Functions:

The system will display the required forms.  The forms may be submitted electronically where supplemental documentation is not required.


	
	Supporting Documentation (list attachments):
N/A
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	2/1:  How does Ohio EPA determine that registrants meet the criteria provided in Item 2 of the Ohio EPA CROMERR Application and have the authority to sign submissions?  

· Do system administrators or regulators check their records for the facility to verify whether the user is authorized to sign, or has signed in the past?  

· Are users or their supervisors contacted?  If so, how are they contacted?  Are all users contacted?  If not, how does Ohio EPA determine which users to contact to verify their signing authority?  How is registration authority verified through such contacts?

· Do inspectors verify that registered users have authorization when they do facility inspections?
Answers:

DHWM:  At the time the service is requested, the applicant can select one of two roles, Responsible Official (RO) or Delegated Responsible Official (DRO).  DHWM will not grant access to a DRO to its Service until a delegation of signatory authority letter or form is received.  If the RO role is chosen by the user and their job title does not meet the definition of RO in OAC rule 3745-52-40, the service request will be denied.  For service requests previously approved where the user was asked to send in a delegation letter and did not, DHWM contacted these users/Responsible Officials on Nov 19, 2010.  As of Feb 17, 2011, we have 99% of the problem resolved.  All DRO authorization forms have been received for those who use the service to certify and submit a report, except two, which were un-resolvable due to company closures.  For these two, their service has been removed.  Only 3 users remain with Responsible Official roles (representing a total of 7 service requests) who should either be authorized with a DRO form or their service deleted - but none of these has ever used their service to submit and certify a report (i.e., they did electronic report preparation only, not report submission, or submitted on paper) so no violation has occurred.  Ohio EPA is still attempting to obtain an authorization form or delete their service.  In one or more cases, this may be an indication of the individual needing proper delegation as a ‘Preparer’ instead of a ‘Responsible Official’.  These should be resolved during the next reporting period when the RO submits his/her currently in-process report. If the user does not send in the form, the service will be terminated and/or a violation will be cited.
DDAGW:  We require hard copy follow-up to the service request with pertinent "responsible official" information on letterhead of the PWS.  This is an added safeguard.  If we have questions, we may follow-up with phone calls to the PWS for verification. Additionally, DDAGW inspects the larger PWS annually where verification can take place.
DAPC:   The Air program verifies that the person meets the applicable criteria (associated with the company and in the correct position) with authority to sign submissions.  System Administrators/regulators check the records for the facility to verify whether the user is authorized to sign.  If needed users or their supervisors are contacted by email or phone, but this depends on whether they are known contacts based on past regulatory interaction.  Registration authority is determined based on the position held in company based on filings with the Ohio Secretary of State, and company Web-site Tables of Organization (TO’s), etc.  Inspectors also verify authorization of report signers and submitters during facility inspections.
DSW:  Inspectors verify that registered users have authorization when they conduct facility inspections.  The Surface Water division also corresponds with the Responsible Official.  A request for authority to sign submissions is a Service Request.  Service Requests for eDMR are submitted electronically through the eBusiness Center.  The eDMR Administrator reviews every eDMR Service Request for completeness.   The eDMR Administrator also verifies that the job title provided on the electronically signed Service Request is appropriate for a Responsible Official (40 CFR 122.22).  If the Service Request is incomplete, or if the applicant’s job title does not appear to meet 40 CFR 122.22, the applicant is contacted by telephone or email to verify their status.  If the process verifies the applicant is a Responsible Official the Service Request is approved.  If not, the request is denied and the applicant is instructed on his/her options.  Inspectors verify the authority to submit DMRs when the inspectors conduct regular facility inspections.  

	US EPA

Ohio EPA
	2/2:  Ohio EPA CROMERR Checklist Item 14 states that signature authority can be delegated to “other identity-proofed individuals holding Ohio EPA-issued PINs” (or, “delegated responsible officials”).  Please specify whether users with delegated signing authority get a separate electronic signature device, including a separate PIN and security questions.  Do responsible officials and the delegated responsible officials to whom they delegate signature authority ever share usernames, passwords or PINs?
Answer:  Each PIN applicant must sign and submit his/her own Subscriber Agreement, request his/her own PIN, set up their own personally chosen five PIN security questions/answers (second factor) and safeguard their PIN and second factor questions and answers from view or use by any other person.  Our system and processes do not disallow sharing of Accounts which use a password, but do disallow sharing of PINs and second factor Questions and Answers.  

	3.  Issuance (or registration) of a signing credential in a way that protects it from compromise



	
	Business Practices:

To access CROMERR related services a signature device will be a randomly generated unique PIN.  The PIN format will follow NIST IR 5153 guidelines and the PIN will be stored in a two-way encrypted form.  Only administrators with the authorized privilege will have access to encrypted PINs.  The clear-text representation of the PIN will be automatically suppressed or fully blotted from display at the point of entry.  By default the system will prohibit the use of null PINs during normal operation.  The system will provide an algorithm for ensuring the complexity of system generated PINs meet the following requirements:  minimum length will be eight characters; the PIN will include at least one upper case and one lower case alphabetic character, one numeric character, and one special character; it shall be reasonably resistant to brute-force PIN guessing attacks; and it shall be uniquely associated with the individual requesting the PIN.  The PIN is intended to act as the individual’s unique signature device and as such is a lifelong signature device and can be used for multiple types of data submissions with the Ohio EPA.  If the individual changes employment the PIN will not change but new service authorizations will need to be completed to identify the facility for which the person now submits.  The PIN can only be revoked upon evidence of compromise or at the request of the user.  Along with the PIN the user will establish five security challenge questions and answers known only to them.  These, along with the PIN, will be used to uniquely identify and validate the user at the point of data submission via any of the portal services subject to CROMERR as well as other state and federal requirements.  

To acquire a PIN the user must first establish an account at the Ohio EPA portal.  At this point the user has access to several services including account management and PIN acquisition.  The PIN acquisition service includes prompting the user for the information that is part of the subscriber agreement and asking the user to create the 5 security challenge questions and provide answers for each.  The security challenge questions and answers are stored in the portal as part of the PIN request.  The security answers are one-way encrypted.  This information is not associated with an account at this point.  The user then prints the subscriber agreement and takes downloaded subscriber agreement to a public notary.  Once the notary has verified the information and determined the person completing the request is the person presenting it to the notary, the user must attest to the statement on the Subscriber Agreement and sign agreement in the presence of the notary.  The notary must sign and attach their seal to the document.  The user then mails, overnights or hand delivers the Subscriber Agreement to the Ohio EPA for manual review and processing.  Detailed Instructions are provided along with the Subscriber Agreement form in the downloadable PDF.
PIN management will be performed centrally at the Ohio EPA where staff will receive the notarized subscriber agreements, log the request, review the document for completeness, document critical actions such as date/time received and the date the PIN letter was mailed, and generate the PIN.  At the point the reviewers log the PIN request and indicate the agreement is complete, the PIN is server-generated and associated with the security questions and answers online entered earlier as well as the Account indicated in the subscriber agreement.  The PIN is two-way encrypted and the security question answers are one-way encrypted.   Staff will print the PIN letters on a secured printer, stuff envelopes and mail the letter containing the PIN to the user at the mailing address supplied by the user.  We will encourage users to provide home addresses for this purpose.  If the PIN management staff has questions or concerns about the request, the registrant will be contacted for clarification.  PIN-holders who forget their PIN or believe it to be compromised must contact the PIN management staff to resolve their issue.  When staff is notified of a compromised PIN, they then deactivate the PIN and the PIN-holder goes through the identity-proofing process again to obtain a new PIN.  When a PIN-holder forgets a PIN, staff will re-send the original PIN notification letter to the address on file for PIN notification; if the PIN-holder has failed to notify the Agency of a new address by updating their information online they must initiate the Signature Agreement process again.



	
	System Functions:
PINs will be randomly generated by the system and unique.  The PIN format will follow NIST IR 5153 guidelines.  PINs will be stored in a two-way encrypted form.  Only administrators with the authorized privilege will have access to the encrypted PINs.  The clear-text representation of the PIN will be automatically suppressed or fully blotted from display at the point of entry.  The system will provide an algorithm for ensuring the complexity of system generated PINs meeting the following requirements: PIN minimum length will be eight characters, the PIN will include at least one upper case and one lower case alphabetic character, one numeric character, and one special character, and PINs shall be reasonably resistant to brute-force PIN guessing attacks, and be uniquely associated with the individual requesting the PIN.
The PIN, generated by the system, is a randomly generated text string utilizing a Java class based on the Java Random class.  The system will also verify uniqueness.
Security questions are selected at random using the Java Random class.  An instance of this class is used to generate a stream of pseudorandom numbers.  The class uses a 48-bit seed, which is modified using a linear congruent formula.

Failed attempts will be logged and an out-of-band email will be sent to the account and PIN holder with instructions for follow-up if they were not the individual attempting the submission.



	
	Supporting Documentation (list attachments):
Attachment 2:  PIN Authorization Business Process
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	3/1:  Challenge questions:

· What are the security challenge questions?  Are users allowed to pick from a list of questions, or do all users answer the same 5 questions?  

Answer:  Users create their own challenge questions and do not choose from a predefined list.  The system prevents the user from creating the same question or the same answer to all of the 5 so that each question, answer and combination is unique. To guide creation of sound Q & A’s we added the following:
“Please remember to create non-obvious or not easily guessable challenge questions.  For example, the question “What high school did I attend?” may be guessable by someone who knows you or where you live.  A better question might be:  “Who was my favorite high school teacher?”   And we added this language to the Subscriber Agreement: The following changes were made to the challenge question/answer creation screen.  Additionally, the Subscriber Agreement includes a statement, “I agree to select challenge questions that call for items of information that are not easily guessed or researched and which call for information that I have committed to long-term memory.  I agree to keep any record of my challenge question answers secret and secure.  I agree to promptly report any evidence of compromise to Ohio EPA”.  Following is the current screen shot of the related screen:
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The security question s a question to which only you know the answer. For example, you might enter, "Pets name?’,
“Mother's maiden name?’, “Favorite color?’ etc.
The security question answer is the correct answer to the security question you entered above.

Each security question and answer must be unique. For example, you can't enter the security question What is my favorite
car? more than once and you can't use the answer “Convette” more than once.

Please keep these questions secure and remember to create nonobvious o easily guessable questions. For example: “What high
school did | attend?’, may be guessable by someone who knows you or where you live. A better question might be: "Who was
my favorite high school teacher?”

« Don't write this information down anywhere.
« Never send this information by email.

The answers to your security questions are not case sensitive.
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· What protections are in place to prevent the disclosure of the answers to security challenge questions?  Who has access to the encrypted, stored answers to the security questions?  What algorithm is used to encrypt the answers to the security questions?  Where is the Encryption key stored?  Who has access to it?  What measures are taken to ensure that the encryption key is not compromised? 

Answer:  The answers are stored encrypted in a secured database table within a restricted schema.  Access to the database, the schema and the table is limited to Database Administrators and the “Application Account” not individual user accounts.  To view answers requires a key and decryption algorithm. The key is stored on a different server within a restricted directory limited to the OS root (admin), and Weblogic BEA account.  

· What protections are in place to ensure that the answers to challenge questions are not intercepted when transmitted from the user to the eBusiness system?  Is the user session in which these answers established protected by a technology such as SSL?  If so, what version is used?  What size is used (32-bit, 64-bit)?

Answer:  Entrust Standard SSL Certificate v3 - 128 bit is used for encrypting when answers are transmitted, and they are decrypted for comparison for match with the stored answer and then discarded.

· Can users change their answers to challenge questions?  If a user reports that they forgot the answers to their challenge questions, can these be reset or changed?  If so, please describe how users report forgotten answers, how the answers are reset or changed, and any protections in place to detect or prevent spurious requests to reset or change the answers to challenge questions.
Answer:  We do not reset answers upon request by users.  Instead, eBiz users can change both their questions and answers themselves in the Ohio EPA eBiz Center, but must provide their valid PIN and correctly answer one of the 5 existing challenge questions randomly generated in order to do so.  
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	3/2:  Protection of PINs:

· How does eBusiness ensure that each PIN is unique?  Does it compare generated PINs to existing PINs, and if it matches an existing PIN, generates another?
Answer:  When a PIN is created yielding a random combination of special characters, alpha-numeric’s and numbers, it is encrypted and compared to existing encrypted PINS for uniqueness. If not unique, it is discarded until there is not a match with existing PINS. 

· What is the encryption algorithm for the PINs?  
Answer:  Triple DES two-way with key.  
· Where are the PINs stored?  Who has access to the encrypted PINs? 
Answer:  PINs are stored encrypted in a secured database table within a restricted schema.  Access to the database, the schema and the table is limited to DBAs and the “application account” not individual user accounts.  Database Administrators can access the encrypted PINs, but need access to the key to decrypt PINs. 
· Where is the encryption key for PINs stored?  Who has access to it?  How is it protected from disclosure?  
Answer: Operating System (OS) Root account, BEA account. Stored on application server within a locked down restricted directory limited to the OS root (admin), and Weblogic BEA account. 
· Attachment 2 to the Ohio EPA CROMERR Application (Attachment 2:  Ohio EPA PIN Authorization Business Process) shows that an E-mail notice of approval is sent to users.  What is in that notice?  Does it include the PIN or password?  
             Answer:  No, the notice does not include the PIN.  The PIN is mailed out hard copy via 1st class
             USPS or sent overnight; if an expedite PIN is requested.  Following is a sample automated
             notice of approval of PIN and the included instructions to the User:

Your request for an Ohio EPA eBusiness Center Personal Identification Number (PIN) has been approved and your PIN is assigned.  Remember, you may not share your PIN with any other person.

If the Responsible Official (RO) wishes for more than one person to be authorized to submit reports or access certain Air facility-related information, the RO should delegate to multiple people who would then set up their own eBusiness Center account and request a PIN.  Delegation forms must be submitted in advance for services/report submissions for some Ohio EPA programs.

Within 1-5 business days of this auto-email of your PIN approval, a letter containing your PIN will be sent via regular U.S. mail to the PIN mailing address you provided online during the PIN request phase.  The PIN letter will be sent in an Ohio EPA return address envelope that includes 'ITS PIN Management'.  Please ensure you get this letter delivered to you directly.

Once you receive your pin, you need to activate it before you can use it.  Login to your eBusiness Center account at http://ebiz.epa.ohio.gov and you will see a link to activate your pin in the 'My Tasks' section of the eBusiness Center home page.  Click on the 'Activate PIN' link and you will be prompted to enter your case sensitive pin and to provide the answer to one of the five pin security questions you created when first requesting a pin.  Upon providing the correct answer, you will be informed that your pin is activated.

This PIN approval is for the following account:

eBusiness Center Account: adele

Adele Vogelgesang (title: Ms.)

50 W Town St

suite 700

Columbus,  OH 43215

(614) 728-1747

If you need assistance or have questions about Ohio EPA's eBusiness Center please call our technical support at (877) 372-2499 (1-877-EPA-BIZZ) or send an e-mail to ebizhelpdesk@epa.state.oh.us.  Technical support hours of operation are 8:00 AM - 5:00 PM weekdays, except State holidays.

This e-mail was auto-generated by Ohio EPA's eBusiness Center.  Please do not respond to this e-mail.

Ohio EPA's eBusiness Center online address: http://ebiz.epa.ohio.gov 

(TEST-B9801) 

.
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	3/3:  Does Ohio EPA verify the identity of users before resetting passwords and PINs, or allowing them to change e-mail and surface mail addresses?  
Answer:  A re-set of an Account password is given if the person can provide the Account Security Question or Answer to his/her Account.  PINs are never re-set.  They can be deactivated if compromised after activation.  Or, if in ‘pending’, or ‘approved’ status, they can be deleted by the JAVA developer upon request by the PIN requester once their identity is proofed by the PIN Management Section by the Users providing one of their 5 PIN security questions.  The PIN holder can update his or her PIN mailing address and email address within their own eBiz Account PIN holder screen only if they have their PIN and can answer correctly one of the five PIN security questions randomly generated by the eBusiness Center system.  The Account security question and the 5 PIN security questions are not the same.  Account security question/answer are created at account creation by the user and are used as a second factor to identify account holders.  It is used primarily as a requirement to get the password “hint” for an account user who has forgotten their password. The “hint” is also created when the account is created by the user. The account security question can also be used by the helpdesk to verify Account holders on calls.  Little is gained by having an account given that the PIN is required to gain access to services and submit data.
Does Ohio EPA send the notifications of address changes to both the old and new addresses when such changes are made, allowing the owner of the account to detect spurious address changes? 
Answer:  Yes, the email notification is sent to both the old and updated addresses.
Can PINs be deleted for users that have already signed and submitted electronic reports using that PIN?  If so, how does Ohio eBusiness identify the submitter and prove that the submitter is associated with the PIN bound to a particular COR if that PIN has been deleted?  Does Ohio eBusiness keep a record of all users, all PINs they have used, and the dates on which those PINs were active?

Ohio EPA response:  PINS are not physically deleted from the data, but instead rendered unusable; even if it has been used to submit data.  A record is kept of all accounts/users and the PINs associated with the account (both active and non active). PINs are bound with the Copy of Record with other meta data.  In this way, all Copy of Records are linked to the Account, Account holder, PIN and PIN holder information permanently. 



	US EPA

Ohio EPA

	3/4:  Does the system prevent users from providing a common answer to all/most challenge questions?  NOTE: To be approvable, the system needs to have some way to prevent users from essentially converting the challenge question feature of the system into nothing more than a query for a second password.
Answer:  Ohio EPA added the limitation on April 6, 2009 that prevents the user from creating the exact same question or the exact same answer for  all of the 5 challenge questions; so that each question, answer and combination is unique.  When an attempted submission fails the user is returned back to the service functionality without a successful submission.    


	4.  Electronic signature agreement



	
	Business Practices:

Ohio EPA uses a Subscriber Agreement.  The subscriber agreement form is available through the Ohio EPA eBusiness Center with instructions for completing.  This completed, notarized document is required prior to issuing a PIN. The agreement establishes requirements for safeguarding the PIN and for deactivating the PIN if security of the PIN is believed to have been compromised.



	
	System Functions:

Forms are generated via eBusiness Center; all other functions are manual.
When PIN is sent via USPS it will include a statement that compromise of the PIN will result in the need to repeat the process of in-person identify proofing and re-submission of a signed and notarized subscriber agreement for a new PIN.  Additionally, our system will include certification/attestation statements that the submitter will need to review and agree to as part of the submission that attest to his continued protection of the PIN and validation that it has not been compromised to date.



	
	Supporting Documentation (list attachments):
Attachment 1 - Subscriber Agreement with Instructions and PIN Fact Sheet.



	Signature Process (e-signature cases only)



	5.  Binding of signatures to document content


	
	Business Practices:

Data and documents will be in XML format.  The data and documents, PIN (electronic signature device), and date/time stamp will be encrypted by the server to bind them and will be stored as a character large object (CLOB) in the database.  The CLOB is hashed and the hash is encrypted by the server and stored on the database as metadata for the copy of record.  After the copy of record is created, the data/document XML is passed to a service process that loads data into the production database for processing by the internal application.  An XML style sheet will be applied to the copy of record for human readable review on demand by the submitter.



	
	System Functions:

Data and documents will be in XML format.  The data and documents, PIN (electronic signature device), and date/time stamp will be encrypted at the server to bind them and will be stored as a character large object (CLOB) in the database.  The CLOB is hashed, also at the server and the hash is encrypted and stored on the database as metadata for the copy of record.  After the copy of record is created, the data/document XML is passed to a service process that loads data into the production database for processing by the internal application.  An XML style sheet can be applied to the copy of record for human readable review on demand by the submitter.
The Copy-of-Record includes the following XML:

<? xml version="1.0" encoding="UTF-8"?>

<datasubmit>


<userid></userid>


<datasubmit-id></datasubmit-id>


<dataset-id></dataset-id>


<submission-id></submission-id>


<submitter-name></submitter-name>


<command></command>


<encrypted-hash></encrypted-hash>


<pin></pin>


<raw-hash></raw-hash>


<security-question></security-question>


<security-question-answer></security-question-answer>


<service></service>


<status></status>


<stylesheet></stylesheet>


<timestamp></timestamp>


<attachment-zip-filename></attachment-zip-filename>


<is-attested></is-attested>


<is-confidential></is-confidential>


<data></data>


<attachments></attachments>

</datasubmit>
The Copy-of-Record meta-data stored in the COR database is:

COPY_OF_RECORD_ID – Primary key

ACCOUNT_USERID – The eBusiness Center account that submitted the data

SERVICE_NAME – The service for which the data was submitted

RAW_HASH – Hash of the unencrypted data

COR_DATA – The actual data (CLOB)

STYLESHEET – The stylesheet used to view data in human readable form

IS_CONFIDENTIAL – Does the data contain confidential information

PIN – The PIN used (hash) when submitted

STATUS – Status of the COR

CRYPTO – The encryption algorithm used

DATA_SUBMIT_ID – The DataSubmit foreign key

IS_ATTESTED – Did the user check the attestation check box

ENCRYPTED_HASH – Hash of the encrypted data

LAST_VALIDATE_DATE – Last date the COR was validated

ROW_ENTRY_DATE – When record was created

VERSION – The Java code version used to create the COR


	
	Supporting Documentation (list attachments):
N/A


	US EPA

Ohio EPA
	5/1:  What is the encryption algorithm used to bind the PIN to the COR? The Ohio EPA CROMERR Application, Item 18a states, “The key is stored in a password protected, secure directory.” Please describe how the encryption key is protected from disclosure.  Who has access to the secure directory?  How is the password to that directory protected from disclosure? 
Answer:  Access limited to OS root account, BEA account. Stored on application server within a locked down restricted directory limited to the OS root (admin), and Weblogic BEA Account. 3 Admins total.

	US EPA

Ohio EPA
	5/2:  What is the hashing algorithm used?
Answer:  SHA 256

	US EPA

Ohio EPA
	5/3:  What is the algorithm used to encrypt the document hash? Where is the Encryption key stored?  How is it protected from disclosure?
Answer:  TRIPLE DES

	US EPA

Ohio EPA
	5/4:  Can submissions be made in the form of files or attachments to the submission?  If so, are these attachments encrypted and hashed together with the electronic signature when the COR is created? 
Answer:  Yes, submissions can include files and attachments which are encrypted and hashed together with the electronic signature when the COR is created.    

	US EPA

Ohio EPA
	5/5:  The checklist indicates that a style sheet is applied to the COR in order to generate a human-readable version of the COR. Is the style sheet included when the Copy of Record (COR) is hashed such that a change to the style sheet would produce a different message digest?  Is the style sheet independently hashed and stored in a secure fashion?   [NOTE: For the system to be approvable, the style sheet associated with a COR must be inextricably bound to or incorporated into that COR in a way that cannot be modified without detection.  Otherwise, there is no business procedure or system function to defeat a claim that the style sheet that reconstitutes the document for administrative or judicial proceedings has changed in a way that changes the represented meaning of the original data from what was originally viewed by the submitter.]  
Answer:  The style sheet is inextricably bound to the COR so that it cannot be modified without detection. 

	6.  Opportunity to review document content



	
	Business Practices:

Ohio EPA will provide an online opportunity to review the document being submitted by allowing the signatory the option of scrolling through an appropriately-formatted display of the submission content before signing.  A true and correct copy of the received document will then be created.  Metadata will be developed and documented.  Human-readable formats will be determined by the content and may include a combination of PDF, XML stylesheets and other document formats,



	
	System Functions:

A check box must be checked acknowledging that the user was given the opportunity to review the electronic document in human-readable format.


	
	Supporting Documentation (list attachments):
See Attachment 4 for Human Readable Samples for all 40 CFR documents received via eBiz.


	US EPA

DW

HW

Air 
DSW
	6/1:  Please provide an example of a human-readable document review page as it appears to users. Provide an example for each format available to users. Also provide an example for each type of report covered under this application.
eDWR has 4 forms - 2 SSRs and 2 MORs.  The print preview for each form from eDWR is in attachment 4.

HWAR sample available in attachment 4
Air:  Attachment 4 will be updated in May 2011 to include the Human Readable Opportunity to Review examples of Air-related reports submitted.
DSW:  See attachment 4 for the eDMR Human-readable document.


	US EPA

Ohio EPA
	6/2:  If there are cases where submissions include attached files provided by the submitter, how does the system ensure that the submitter is able to review the contents of these attachments before signing?
Answer:

Each service prepares the human-readable format of the submission so they vary slightly. 

The only service that provides for attachments, Air Services, presents the human-readable form as a PDF and allows the user to select each attachment for viewing as well.




	7.  Opportunity to review certification statements and warnings



	
	Business Practices:

When the user has initiated the submittal process, the user will be required to read an online certification and attestation statement.  These statements will vary depending on the document being submitted.  The user will be required to check a box confirming that the statement has been read and that they agree.  This box must be checked before the system will proceed with the submittal process.



	
	System Functions:
The individual program services will handle the attestations.  An API will be set up to maintain the language and access to the language.  The user indicates in the service that they are ready to submit.  Using the API, the language is acquired and presented for “I am who I am”, human readable review and program-specific certification language.  The service must collect a proactive acknowledgement of agreement with the attestations (check box).  Provided the user has agreed to the attestations, the service-level software will ask for and collect the PIN.  The user will provide the masked PIN and the software will bundle the PIN, the data submission package, the type of submission, and any other metadata needed for further processing and pass them to the portal submission service.

The general attestation text is as follows:

By transmitting this information using this Personal Identification Number (PIN), I certify that:

(1) I have been authorized by Ohio EPA to use this PIN; 

(2) I am aware of and understand the requirements of my PIN Subscriber Agreement and it is my belief that I have complied with the terms of that agreement in all respects and am using this PIN in accordance with that Agreement; 

(3) I reviewed, or had the opportunity to review, the electronic version of the information, and I am transmitting the information knowingly;

(4) I am without any reason to believe that the confidentiality of my PIN or security questions has or may have been compromised now or at any time prior to this submission; and

(5) I understand that I may be subject to civil and criminal liability for falsely certifying.

In addition, the following program-specific text will appear where appropriate: For wastewater-related (eDMR) and Drinking Water-related (eDWR) submittals:

I certify under the penalty of law that I have personally examined and am familiar with the information submitted herein and based on my inquiry of those individuals immediately responsible for obtaining the information, I believe the submitted information is true, accurate and complete. I am aware that there are significant penalties for submitting false information, including the possibility of fine and imprisonment.
For air pollution control-Title V submittals (see other report-type specific language in attachment 7:[image: image2.png]=181]
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a) | am a Responsible Official as defined in OAC Rule 3745-77-01(GG) and specified in OAC rule 3745-77-03(D);

and
b) Based on information and belief formed after reasonable inquiry, | hereby affirm that all factual statements in

this transmittal are true, accurate and complete to the best of my knowledge and that all judgments and estimates
have been made in good faith.

Responsible Official Name (please print): Title:
Responsible Official Signature: Date:
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For eDRUMS (HW Annual Reports) submittals:

I am a Responsible Official or duly authorized representative for this facility.  I certify under penalty of law that this document and all attachments were prepared under my direction or supervision in accordance with a system designed to assure that qualified personnel properly gather and evaluate the information submitted.  Based on my inquiry of the person or persons who manage the system, or those persons directly responsible for gathering the information, the information submitted is, to the best of my knowledge and belief, true, accurate, and complete.  I am aware that there are significant penalties for submitting false information, including the possibility of fine and imprisonment for knowing violations.



	
	Supporting Documentation (list attachments):
See Attachment 7.


	US EPA

Ohio EPA
	7/1:  Is there any reason why the certification needs to refer to the “PIN and/or password,” rather than just the PIN.   Isn’t it just the PIN that constitutes the electronic signature device in the case of the Ohio system?  
The PIN and challenge questions with answers are the e-signature device, but the Account with its User ID and password are needed to access eBiz. There is a one-one relationship between Account and PINs. PINs are clearly forbidden to be shared but in some cases programs allow Accounts to be shared for access to report information.  With an eBiz Account you could access eBiz and data, but would not be able to submit data without knowledge of the PIN and a Challenge question answer.


	Submission Process



	8.  Transmission error checking and documentation


	
	Business Practices:

Secure Socket Layer (SSL) is implemented to provide confidentiality of the transmission.  We are using Entrust Standard SSL certificate, version 3.  Hash-based Message Authentication Code (HMAC) or Cipher Block Chaining Message Authentication Code (CBC-MAC) is implemented to provide integrity and data origin authentication.


	
	System Functions:

Secure Socket Layer (SSL) is implemented to provide confidentiality of the transmission.  We are using Entrust Standard SSL certificate, version 3.  Hash-based Message Authentication Code (HMAC) or Cipher Block Chaining Message Authentication Code (CBC-MAC) is implemented to provide integrity and data origin authentication.


	
	Supporting Documentation (list attachments):
N/A


	US EPA

Ohio EPA
	8/1:  Please specify the size of the SSL (32-bit, 64-bit, 126-bit). 

Answer:  128-bit 

	US EPA

Ohio EPA

US EPA

Ohio EPA
	8/2:  The application states, “Once the data has passed all service level specific validations, the service will offer the user the opportunity to view a human readable form of the submission.”  Please describe the service level validation.  What are the procedures if a report does not pass this validation?  
Answer:  The e-document cannot be submitted unless it passes validation.  Service level validations vary by service, but include specific rules for data criteria, ranges etc that must be met. If document does not pass service level validation then the submission cannot occur.
Is the report rejected?  Is the user notified?  Are system administrators notified?  Is a log of such rejections maintained? 
Answer:  The report is not rejected, but it is not accepted by the system until it passes validation.

	US EPA

Ohio EPA
	8/3:  Are reports rejected if a transmission error is detected?  Does the system notify administrators if transmission errors are detected or rejected? If so, how are they notified? Are users notified if transmission errors are detected or rejected? If so, how are they notified? Are transmission errors documented?  If so, please describe how they are documented.  If they are stored in a log, please list the fields in the log, where the log is stored, and how it is protected from unauthorized modification and deletion.
Answer:  Yes, Users and Administrators are notified of transmission errors via email along with a copy to eBiz Help desk email box.  Errors are logged in the eBiz Event Log, but not documented beyond that.  The event log contains “submission event” with a description of “failed submissions” that are stored in the Oracle database with restricted access to the table by Admin account for eBusiness center.  Who accesses the Admin account is tracked by the system.
The Event Log attributes are:
here are the attributes tracked in the event log 

EVENT_ID - Primary Key

EVENT_TYPE - Short text defining the type of event

EVENT_STATUS - Status of this record (currently only ACTIVE)

EVENT_DESCRIPTION - Short description of event

EVENT_ASSOC_TYPE - The object type this event is associated with

EVENT_ASSOC_ID - The object ID this event is associated with

EVENT_SERVICE_NAME - The eBiz service associated with this event

ACCOUNT_USERID - The eBiz user account that initiated the event

EVENT_DETAIL_MESSAGE - Long description of event (may be null)

ROW_ENTRY_DATE - Date the event was created

ROW_ENTRY_USERID - The eBiz user that created this record

ROW_LAST_UPDATE_DATE - The date the event was last updated

ROW_LAST_UPDATE_USERID - The eBiz user that last updated this event



	9.  Opportunity to review copy of record



	
	Business Practices:

See 9a, 9b and 9c



	
	System Functions:

See 9a, 9b and 9c
The Copy-of-Record includes the following XML

<? xml version="1.0" encoding="UTF-8"?>

<datasubmit>


<userid></userid>


<datasubmit-id></datasubmit-id>


<dataset-id></dataset-id>


<submission-id></submission-id>


<submitter-name></submitter-name>


<command></command>


<encrypted-hash></encrypted-hash>


<pin></pin>


<raw-hash></raw-hash>


<security-question></security-question>


<security-question-answer></security-question-answer>


<service></service>


<status></status>


<stylesheet></stylesheet>


<timestamp></timestamp>


<attachment-zip-filename></attachment-zip-filename>


<is-attested></is-attested>


<is-confidential></is-confidential>


<data></data>


<attachments></attachments>

</datasubmit>

The Copy-of-Record meta-data stored in the COR database is:

COPY_OF_RECORD_ID – Primary key

ACCOUNT_USERID – The eBusiness Center account that submitted the data

SERVICE_NAME – The service for which the data was submitted

RAW_HASH – Hash of the unencrypted data

COR_DATA – The actual data (CLOB)

STYLESHEET – The stylesheet used to view data in human readable form

IS_CONFIDENTIAL – Does the data contain confidential information

PIN – The PIN used (hash) when submitted

STATUS – Status of the COR

CRYPTO – The encryption algorithm used

DATA_SUBMIT_ID – The DataSubmit foreign key

IS_ATTESTED – Did the user check the attestation check box

ENCRYPTED_HASH – Hash of the encrypted data

LAST_VALIDATE_DATE – Last date the COR was validated

ROW_ENTRY_DATE – When record was created

VERSION – The Java code version used to create the COR


	
	Supporting Documentation (list attachments):
N/A



	9a.  Notification that a copy of record is available



	
	Business Practices:

Upon submission, the system will display a notice on-screen that the copy of record is available for review, with instructions on how to access it.  An out-of-band email will also be sent to the PIN holder, notifying them that a submission has been made and the instructions for accessing the copy of record. 

An eBusiness Center service will be available to see a list of prior submissions under that account.



	
	System Functions:

Upon a successful submission, an acknowledgement will be generated by the system and displayed on-screen indicating that a copy of record for the submission is available with instructions for accessing the copy of record.  An email will be automatically sent to the account holder making the submission at the email address on record providing notification that a copy of record of the successful submission is available with instructions for accessing the copy of record.  The system will be able to generate a list of previous submissions associated with the account holder and will provide instructions for accessing the copy of record.



	
	Supporting Documentation (list attachments):
N/A


	US EPA

Ohio EPA
	9/1:  How can users change the e-mail address to which the notification is sent?  What protections are in place to make sure that the change is not fraudulent?  For example, does the system simply prohibit users from changing their e-mail notification addresses, or does it require that changes be requested in writing?  If a change is made, is a notification of the change sent to both the existing address and the new one or does a system administrator call the user to confirm requested changes?
Answer:  Users can update their account information and PIN information including email address changes. In order to update eBiz Account email you must of course login with your account id (User ID which is case sensitive) and password (case sensitive). Once the user updates the email address, notification goes to the old email address and the new email address entered. To update the PIN holder email address you must first provide your valid PIN (case sensitive) and answer a challenge question correctly (not case sensitive). Again notice of the update goes to both the previous email address on file the new email address entered and the Account email address. All notices are also copied to the Ohio EPA Help desk email log account.

	US EPA

Ohio EPA
	9.2:  Does the system allow the submission notification e-mail address to be changed during the user session in which the submission is made? NOTE: This would allow someone who has stolen a password and PIN to make a spurious submittal and then change the notification email address so that the legitimate account holder is never notified of the submission.
Answer:  This could not happen in the order presented. A user who changed the email address for the PIN holder would be required to provide the PIN and a Challenge answer. Both the existing email address and new email would be notified of the change.  To submit data would require the PIN and an answer to a challenge question separately from the email address changes. When the email is changed both old and new email addresses are notified.  The recipient is advised that if he/she did not make the change that he/she should notify the Ohio EPA eBusiness Center Help Desk. 



	9b.  Creation of a copy of record in human-readable format



	
	Business Practices:

See #6.  A human readable display is generated by the system.  



	
	System Functions:

Data will be displayed in human readable format-based on style sheets.


	
	Supporting Documentation (list attachments):
Appendix 3:  Examples of Style Sheets for all reports received via eBusiness Center
Appendix 4:  Human Readable Examples of e-reports received in eBiz
Appendix 5:  COR examples of reports received via eBiz

	9c.  Providing the copy of record



	
	Business Practices:

The copy of record is immediately available to the PIN holder making the submission as described in 9a and 9b.  An out-of-band notice is generated indicating that a copy of record was created with instructions on how to access it.  The same instructions for accessing the copy of record apply to all services since the copy-of-record process is the same for all services.


	
	System Functions:

Upon a successful submission, an on-screen acknowledgement will be generated by the system.  An email will be automatically sent to the holder of the PIN making the submission, at the email address on record, providing notification that a copy of record of the successful submission is available with instructions for accessing the copy of record.  The user will follow a process wizard to access previous submissions and review copies of record.  The wizard shows all submissions made under that user’s account and PIN.


	
	Supporting Documentation (list attachments):  N/A



	US EPA

HW

DW

Air

DSW
	9/3:  Please provide an example of a human-readable COR as it appears to users. Provide an example for each format available to users. Also provide an example for each type of report covered under this application if the CORs differ.  Note that while “Attachment 4:  Human Readable Example of Facility Profile”, presents facility information in a human readable format, it does not appear to present any of the reports listed in the Ohio EPA CROMERR Application Cover Sheets.
DHWM:  Human Readable COR sample for HWAR is shown in attachment 5. 
DDAGW:  The same human-readable style sheets used to "preview" the SSRs and MORs in the opportunity to review will be used by eBiz for the COR.  See attachments 4/5. 

Air: The Air service will pass the zip file along with the current database record to the COR portion of the Oracle production instance to be retained as the COR.  Users will be notified of the availability of the PDF-formatted human readable COR.  This revision will be in place by May 2011 and sample Human readable COR Air reports will be provided in an updated Appendix 5.
DSW:  eDMR human readable sample is provided in attachments 4/5.

	10.  Procedures to address submitter/signatory repudiation of a copy of record



	
	Business Practices:

If and when a user repudiates a submission, a manual practice is initiated, supported by the information from the eBusiness Center, the copy of record database, and the programmatic data systems.  While the specific steps vary from program area to program area depending on the specific nature of the repudiation claim, all programmatic processes are essentially the same.  Upon review of the copy of record the user can check that they wish to repudiate.  Program system administrators begin the process of reviewing the data submitted (copy of record), the user claim, the data received (programmatic application system) and determining whether or not the data should be resubmitted.  If the original submission is found to be in error (see # 11), the appropriate steps are taken to remove the data from the programmatic data system and the user is instructed to resubmit.  This results in a separate copy of record and new data in the programmatic application system.  The copy of record metadata for the original entry is noted as repudiated and, if necessary, the user’s signature device is revoked. 



	
	System Functions:
When reviewing the copy of record, the viewer will be given the opportunity to electronically file a notice of repudiation.  If appropriate, the copy of record for that submission will be flagged as repudiated.  The data will be manually removed from the system.

	
	Supporting Documentation (list attachments):Following is a screen print showing a request to repudiate a submitted HWAR:
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	US EPA

Ohio EPA
	10/1:  The Ohio EPA CROMERR Application states, “When reviewing the copy of record, the viewer will be given the opportunity to electronically file a notice of repudiation.”  Is the on-line system the only way that users can repudiate a COR?  Can users notify administrators that they repudiate a COR by telephone, e-mail, mail-in form, or another method?  If some of these other methods can be used, please describe how Ohio EPA protects against spurious repudiations of a COR in those cases.  
Answer:  Though eBiz users may call or email or personally report a need to repudiate a record or other submission, the user/customer will be directed to the online eBusiness Center to notify the agency of his/her repudiated submission.  The system requires a password to access an account.  The user can then go to “My Account” to view past submissions and can select “repudiate” for a specific submission.   The user must supply his/her PIN to access a copy of record in order to repudiate it.

	US EPA

Ohio EPA
US EPA

Ohio EPA


	10/2:  The Ohio EPA CROMERR application states that, “If the original submission is found to be in error (see #11), the appropriate steps are taken to remove the data from the programmatic data system and the user is instructed to resubmit.”  Please describe how the data are removed from the programmatic data system. 
Answer:  The Data Administration Manager or IT Manager for the program is authorized to submit a request via an online “DBA Request” to have specific data removed from the system when a COR is submitted to replace a previous one that was either repudiated or accidentally submitted.  However, for most of the services, the data from subsequent reports submitted will directly overwrite previous data submitted via the original report. 
Is the original COR flagged as repudiated? Is the original COR deleted or changed and if changed a log of the changes is maintained?
Answer:  A COR can be flagged as either repudiated, accidental, or spurious, but the original Copy of Record is NOT deleted or altered; therefore no log of changes is needed.  All COR’s maintained indefinitely.

	US EPA

Ohio EPA
	10/3:  Are repudiated CORs available to the user and if so, can users identify which submissions they have repudiated?  
Answer:  Repudiated CORs are available to the User and are marked as repudiated in the eBiz system so that users can easily see the status of each report or application submitted.

	11.  Procedures to flag accidental submissions



	
	Business Practices:

The user will be required to click through a system-generated display acknowledging that they are ready to submit.  Upon successful submission, a system-generated acknowledgement of submission will be displayed on-screen.  An email acknowledging the submission will be sent to the PIN holder making the submission.  

If an accidental submission is reported by the PIN holder, it will be referred to the program for investigation.  If agreed that the submission was accidental, the submission will be flagged as accidental in the database.  Each receiving system will dictate further action.

Review for potential accidental submissions is similar that for spurious submissions (see #15).  The review will take place in program office as part of the routine review and handling of program-related submissions.  Staff will review results and the initiating submission whenever anything out of the ordinary occurs including out-of-range submissions that were not expected; compliance results that are out of range or out of the ordinary/expected for a given facility; multiple unexplained submissions of the same document and submissions with obviously incorrect data.  In these cases, staff will follow through with direct contact with the facility/person which made the submission to determine the reasonable cause.  If appropriate, the copy of record of the submission will be flagged as accidental and the data will be manually removed from the programmatic data system.


	
	System Functions:

As part of the copy of record review, an accidental submission can be flagged as accidental.  The data will be manually removed from the programmatic data system.



	
	Supporting Documentation (list attachments):
N/A



	US EPA

Ohio EPA
	11/1:  Please describe how users can report an accidental submission.  Can users notify administrators of an accidental submission on line, by telephone, e-mail, mail-in form, or another method?  How does the program validate the identity of the person reporting and the person’s authority to report prior to marking the COR as accidental or spurious?  If some of these other methods can be used, please describe how Ohio EPA protects against spurious notifications in those cases.
Answer:  Accidental submissions are not reported online.  The user can call, write, or email the program contact.  Once determined by the program to be ‘accidental’, the program via its internal Admin Tool can mark the submission as ‘accidental’ and that status will be displayed online.  This will not happen much as typically the eBiz user just resubmits a new document.  A Responsible Official has "View Submissions" under My Account which provides access to the COR, which is linked to him/her alone.  Therefore access is controlled by account user id and password and also the PIN.  The submitter must enter the PIN once they select a COR to view.


	US EPA

Ohio EPA

US EPA

Ohio EPA

HW

Air/

DAPC
DW &Surf. Water
	11/2:  The Ohio EPA CROMERR application states that, “If appropriate, the copy of record of the submission will be flagged as accidental and the data will be manually removed from the programmatic data system.”  Please describe how the data are removed from the programmatic data system.  
Answer:  The Data Administration Manager (DAM) or IT Manager for the program is authorized to submit a request via an online “DBA Request” to have specific data removed from the system when a COR is submitted to replace a previous one that was either repudiated or accidentally submitted.
Is the original COR flagged as accidental? Is the original COR deleted? Are specific data or parts of the COR deleted or changed?
Answer:  Yes, the original COR is flagged as ‘accidental’ through an Admin Tool by the programmatic IT Manager or DAM.  The original COR is not deleted or changed so a tracking log is not applicable. All COR’s are kept forever and logged by the system.  See specific programmatic procedures below for handling of data and the COR.

DHWM/eDRUMS:  All eDRUMS CORs are maintained forever. There is working data, which equals the COR at the time of submission and the loading of it into the divisional (service) internal database for further processing. This submitted data can be replaced with new submissions as the Divisional rules permit, but for each submission there is a new separate COR that is retained and logged. CORs are never deleted!
Air Services:  If a replacement report is received after the data from the report has already been uploaded in the Surface Water or the Drinking Water programs’  system,  the data from the latest report overwrites the data from the previous report in the system, all COR’s are retained forever.
DSW/eDMR and DW/eDWR:  If a replacement report is received after the data from the report has already been uploaded in the Surface Water or the Drinking Water programs’  system,  the data from the latest report overwrites the data from the previous report in the system, all COR’s are retained forever. 

	US EPA

Ohio EPA
	11/3:  After Ohio EPA determines that a COR was submitted accidentally, is the COR still available to the user? If so, can users identify which submissions were accidental?
Answer: Accidental COR submissions are marked as ‘accidental’ and are still available to the user.  


	12.  (e-signature cases only) Automatic acknowledgement of submission



	
	Business Practices:

Upon successful submission, the user will be provided an on-screen confirmation of the submission.  An email confirmation will be automatically generated and sent to the account holder making the submission.  This confirmation will include the date and time of the submission, the user account name making the submission and the user’s name, address and telephone number.



	
	System Functions:

Upon successful submission, the system will generate an on-screen confirmation of the submission.  The system will automatically generate and send an out-of-band email confirmation to the account holder making the submission.
Below is the submission text:

Data submission <submission number> to the Ohio EPA eBusiness Center on <date/time> was successfully received from the following account:

eBusiness Center Account: <user ID>

<User Name>

<User Address>

<User Phone Number>

If you need assistance or have questions about the Ohio EPA eBusiness Center please call our technical support at 877-372-2499 or 877-EPA-BIZZ. Technical support hours of operation are 8:00 AM - 5:00 PM weekdays, except State holidays.

This message was auto generated by the Ohio EPA eBusiness Center.
An MSW and/or CDD disposal fee report was received by the Ohio EPA eBusiness Center on 04/06/2009 14:06:12 for the following facilities:

Defiance County Sanitary Landfill - March 2009

The report was submitted by:

eBusiness Center Account: do

Dan Overholt (title: Developer)

Ohio EPA

50 West Town Street

Suite 700

Columbus,  OH 43215

(614) 644-3020

A copy of the disposal fee report is attached to this email (in PDF format) for your records.  The report indicates the total amount of disposal fees which may be due for the facilities included in your report.  You should print and keep a copy of this report for your records.  If you did not submit payment for all applicable disposal fees via Electronic Funds Transfer at the time the report is submitted, payment is now due.  You may return to the eBusiness Center to pay via EFT, or you may pay by check by following the instructions on the disposal fee report.  Please note that a 10% late payment fee applies to all outstanding balances for each thirty days, or portion thereof, that payment is late.

If you need assistance or have questions about Ohio EPA's eBusiness Center please call our technical support at (877) 372-2499 (1-877-EPA-BIZZ) or send an e-mail to ebizhelpdesk@epa.state.oh.us.  Technical support hours of operation are 8:00 AM - 5:00 PM weekdays, except State holidays.

This e-mail was auto-generated by Ohio EPA's eBusiness Center.  Please do not respond to this e-mail.

Ohio EPA's eBusiness Center online address: http://ebiz.epa.ohio.gov 

If you would like to view your previous submissions please follow these steps:

  1) Logon to the eBusiness Center.

  2) Select 'View Submissions' from the 'My Account' menu.

 3) Enter any search criteria (i.e. date range, service name, status, etc.) and click the 'Search' button.

  4) From the resulting list click 'view' in the action column of the submission you wish to view.

  5) Next, enter your PIN and the answer to the given security question to view the selected submission data.

(JDEV-B8339) 

DSIWM-92704



	
	Supporting Documentation (list attachments):
N/A



	US EPA

Ohio EPA
	12/1:  The eBusiness system allows users to submit multiple reports.  Does the automatic acknowledgement of submission explicitly identify what report was submitted?  
Answer:  Yes, the automatic acknowledgement of receipt of a report includes the report name and ID number.

	US EPA

Ohio EPA
	12/2:  The Ohio EPA CROMERR Application, Item 9c states, “An out-of-band notice is generated indicating that a copy of record was created with instructions on how to access it.”  However, the example out-of-band notice text provided under Item 12 does not include such instructions.  Please clarify whether the out-of-band notice contains these instructions, and, if so, please provide an example that includes them. 

 Answer:  Following is an example COR notification with access instructions:
Data submission PS:0448011690:155211:0 for service DAPC was successfully received by Ohio EPA eBusiness Center on 02/18/2010 12:33:00 from the following account:

eBusiness Center Account: airuser8

airuser8 Account

Ohio EPA

50 West Town St.

Suite 700

Columbus,  OH 43215

(614) 644-3020

If you did not submit this transaction please contact Ohio EPA Customer Support.

If you would like to view your previous submissions please follow these steps:

  1) Logon to the eBusiness Center.

  2) Select 'View Submissions' from the 'My Account' menu.

  3) Enter any search criteria (i.e. date range, service name, status, etc.) and click the 'Search' button.

  4) From the resulting list click 'view' in the action column of the submission you wish to view.

  5) Next, enter your PIN and the answer to the given security question to view the selected submission data.

If you need assistance or have questions about Ohio EPA's eBusiness Center please call our technical support at (877) 372-2499 (1-877-EPA-BIZZ) or send an e-mail to ebizhelpdesk@epa.state.oh.us.  Technical support hours of operation are 8:00 AM - 5:00 PM weekdays, except State holidays.

This e-mail was auto-generated by Ohio EPA's eBusiness Center.  Please do not respond to this e-mail.

Ohio EPA's eBusiness Center online address: http://ebiz.epa.ohio.gov 

(TEST-B13965) DAPC-112125

 

	US EPA

Ohio EPA
US EPA
Ohio EPA

	12/3:  Does the system maintain documentation or a log that the message was sent (including when it was sent, what address it was sent to, and the contents)? 
Answer:  The event log tracks the date/time the message was sent and address emailed to. A system copy of each automated notice type is maintained and can be provided upon request.
How is the log protected from alteration or deletion?
Answer:  The event log is a database table maintained in a secured Oracle database with restricted access to the database, the schema and table.  Access to the event log is indirect for the “application user” account via privilege to an API that can access the table/data. 

	US EPA

Ohio EPA
	12/4:  Does the system maintain documentation or a log of delivery failure notifications?   Please describe any manual or automated procedures to follow-up on delivery failures.
Answer:  Delivery failure is tracked via the event log.  Effective June 2009, if the email fails for a technical reason the system automatically attempts to use the secondary email if provided.  Programs closely monitor failed submissions via the Admin tool and call the submitter to troubleshoot the problem. 



	Signature Validation (e-signature cases only)



	13.  Credential Validation


	
	Business Practices:

N/A


	
	System Functions:

When a submission is made, regardless of the source service software or the object application system, the eBusiness Center enforces the use of a common submission application programmer interface (API). 

The program level services will have performed data validation appropriate to the purpose of the service and will have created an XML file for submission.  Additionally, they will have asked for and captured the PIN, and given the submission a name and type.  The submission API will first validate the PIN – i.e. does the PIN supplied match the PIN on record relative to the account and privileges for the submission type and facility (if appropriate) associated with that account.  If successful, the API will then prompt the user with a randomly selected security question associated with the valid PIN.  If the user successfully answers the security question the submission is deemed valid and the process continues.

If, at any of the identity validation steps, the response from the user does not pass the validation criteria, the submission service is terminated and an error message indicating failure will be returned by the service.  The user will be prompted to re-enter their PIN and will be required to answer a different security question to attempt a subsequent submission.  Every failed submission attempt will result in an out-of-band email alerting the account holder and/or PIN holder of the attempt and the reason for failure.  Each successful and unsuccessful attempt to provide a PIN and security answer will be logged by the eBusiness Center including the account and service attempting submission, type of submission, name of the data file attempting submission and date/time stamp.


	
	Supporting Documentation (list attachments):
N/A


	US EPA

Ohio EPA
	13/1:  At what point in the submission/signature process are users prompted to enter their PINs and provide answers to the challenge-questions?   Please describe the sequence of events that constitutes the execution of a signature on the Ohio system.  
Answer:  The service offers the user the opportunity to review the submission and to validate a submission per the regulatory requirements.  The submission package is created that includes the forms and attachments, generally an XML file plus attachments, and passes this package to the Ohio EPA eBusiness Center.  The Ohio EPA eBusiness Center prompts the user to accept the CROMERR attestation (Yes or No).  If the user accepts the attestation, they are prompted to enter their PIN.  If their PIN passes validation the user is prompted to enter the answer to one of their randomly selected challenge questions.   If the user’s answer passes validation, then the submission package, with the additional copy-of-record info is processed for copy of record and passed on to the internal programmatic system for processing.  If at any point a user’s response fails validation the user is prompted again.




	13a.  Determination that a credential is authentic


	
	Business Practices:

The unique PIN issued to the holder and the security questions and answers will be encrypted and stored in the database.  During the submit process, the PIN and the security answers that the user entered will be compared to the encrypted version of the PIN and security answers stored in the database.  If the PIN and/or security answer is found to be invalid, the submission is rejected.



	
	System Functions:

When a submission is made, regardless of the source service software or the object application system, the eBusiness Center enforces the use of a common submission application programmer interface (API). 

The program level services will have performed data validation appropriate to the purpose of the service and will have created an XML file for submission.  Additionally, they will have asked for and captured the PIN, and given the submission a name and type.  The submission API will first validate the PIN – i.e. does the encrypted PIN supplied match the encrypted PIN on record relative to the account and privileges for the submission type and facility (if appropriate) associated with that account.  If successful, the API will then prompt the user with a randomly selected security question associated with the valid PIN.  If the user successfully answers the security question the submission is deemed valid and the process continues.

If, at any of the identity validation steps, the response from the user does not pass the validation criteria, the submission service is terminated and an error message indicating failure will be returned by the service.  The user will be prompted to re-enter their PIN and will be required to answer a different security question to attempt a subsequent submission.  Every failed submission attempt will result in an out-of-band email alerting the account holder and/or PIN holder of the attempt and the reason for failure.  Each successful and unsuccessful attempt to provide a PIN and security answer will be logged by the eBusiness Center including the account and service attempting submission, type of submission, name of the data file attempting submission and date/time stamp.


	
	Supporting Documentation (list attachments):
N/A


	US EPA

Ohio EPA
	13/2:  At what point during the submission/signature process does the system encrypt the user-supplied PIN and answer to the challenge-question for comparison with the encrypted PIN and challenge question answer stored on the eBusiness system?  Are they encrypted on the user’s computer before being transmitted to the eBusiness system?  Are they encrypted after receipt by the eBusiness system?
Answer: The user’s PIN and answer to the challenge question are encrypted via SSL from the browser

and are then encrypted (using the SHAW 256 algorithm) after receipt by the eBusiness server.



	13b.  Determination of credential ownership


	
	Business Practices:

The unique PIN issued to the holder will be encrypted and stored in the database.  During the submit process, the PIN that the user entered will be compared to the encrypted version of the PIN stored in the database.  If the PIN is found to be invalid, the submission is rejected.


	
	System Functions:

When a submission is made, regardless of the source service software or the object application system, the eBusiness Center enforces the use of a common submission application programmer interface (API). 

The program level services will have performed data validation appropriate to the purpose of the service and will have created an XML file for submission.  Additionally, they will have asked for and captured the PIN, and given the submission a name and type.  The submission API will first validate the PIN – i.e. does the encrypted PIN supplied match the encrypted PIN on record relative to the account and privileges for the submission type and facility (if appropriate) associated with that account.  If successful, the API will then prompt the user with a randomly selected security question associated with the valid PIN.  If the user successfully answers the security question the submission is deemed valid and the process continues.

If, at any of the identity validation steps, the response from the user does not pass the validation criteria, the submission service is terminated and an error message indicating failure will be returned by the service.  The user will be prompted to re-enter their PIN and will be required to answer a different security question to attempt a subsequent submission.  Every failed submission attempt will result in an out-of-band email alerting the account holder and/or PIN holder of the attempt and the reason for failure.  Each successful and unsuccessful attempt to provide a PIN and security answer will be logged by the eBusiness Center including the account and service attempting submission, type of submission, name of the data file attempting submission and date/time stamp.


	
	Supporting Documentation (list attachments):
N/A


	13c.  Determination that a credential is not compromised


	
	Business Practices:

Prevention:  When signing the subscriber agreement, the user acknowledges their obligation to protect their PIN and not share or delegate the use of the PIN to others.  Knowledge-based challenge questions are used to verify the PIN has not been compromised.  When applying for their PIN, the user is required to ask and answer five security questions. Anytime the PIN is used, the user will be prompted to answer one of these five security questions.  If answered correctly, the PIN is deemed valid.  The PINs are randomly generated and unique (see #3).
Detection:  Upon unsuccessful or successful submission an email is sent to the PIN holder.  If the PIN holder did not make this submission, they are instructed to notify Ohio EPA and per the procedures for repudiating a submission.
Rejection:  Upon notification of a spurious submission, the user’s PIN will be revoked.



	
	System Functions:

When a submission is made, regardless of the source service software or the object application system, the eBusiness Center enforces the use of a common submission application programmer interface (API). 

The program level services will have performed data validation appropriate to the purpose of the service and will have created an XML file for submission.  Additionally, they will have asked for and captured the PIN, and given the submission a name and type.  The submission API will first validate the PIN – i.e. does the encrypted PIN supplied match the encrypted PIN on record relative to the account and privileges for the submission type and facility (if appropriate) associated with that account.  If successful, the API will then prompt the user with a randomly selected security question associated with the valid PIN.  If the user successfully answers the security question the submission is deemed valid and the process continues.

If, at any of the identity validation steps, the response from the user does not pass the validation criteria, the submission service is terminated and an error message indicating failure will be returned by the service.  The user will be prompted to re-enter their PIN and will be required to answer a different security question to attempt a subsequent submission.  Every failed submission attempt will result in an out-of-band email alerting the account holder and/or PIN holder of the attempt and the reason for failure.  Each successful and unsuccessful attempt to provide a PIN and security answer will be logged by the eBusiness Center including the account and service attempting submission, type of submission, name of the data file attempting submission and date/time stamp.


	
	Supporting Documentation (list attachments):
N/A


	US EPA

Ohio EPA
	13/3:  Does the system signature process time-out after the user is inactive for a certain period of time? How does the system prevent a situation where a registered user enters his or her PIN and answer to challenge-question and then walks away from the workstation, allowing someone else (perhaps unknown) to complete the signature process?  
Answer:  After one hour of inactivity, the system times out.  If the user submits a report, signs his/her signature with the PIN and answers the security question correctly but does not click on the ‘submit’ button, anyone else clicking on it would be submitting the report that the PIN holder signed..  If anyone attempts to change the file being submitted, which is on the “report” screen they will be re-prompted for the PIN on the “submit” screen – which they would not be able to provide.  

	US EPA

Ohio EPA
	13/4:  The Ohio EPA CROMERR Application states that, “Every failed submission attempt will result in an out-of-band email alerting the account holder and/or PIN holder of the attempt and the reason for failure.”  Please provide an example of an out-of-band e-mail alert.  
Answer:  Following is a sample failed submission message sent to the user’s out-of-band email address:

Data submission test-0026 to Ohio EPA eBusiness Center on 04/06/2009 02:02:56 failed!

The submission does not contain valid XML.

eBusiness Center Account: do

Dan Overholt (title: Developer)
Ohio EPA

50 West Town Street

Suite 700

Columbus,  OH 43215

(614) 644-3020

If you would like to view your previous submissions please follow these steps:

  1) Logon to the eBusiness Center.

  2) Select 'View Submissions' from the 'My Account' menu.

  3) Enter any search criteria (i.e. date range, service name, status, etc.) and click the 'Search' button.

  4) From the resulting list click 'view' in the action column of the submission you wish to view.

  5) Next, enter your PIN and the answer to the given security question to view the selected submission data.

If you need assistance or have questions about Ohio EPA's eBusiness Center please call our technical support at (877) 372-2499 (1-877-EPA-BIZZ) or send an e-mail to ebizhelpdesk@epa.state.oh.us.  
Technical support hours of operation are 8:00 AM - 5:00 PM weekdays, except State holidays.

This e-mail was auto-generated by Ohio EPA's eBusiness Center.  Please do not respond to this e-mail.

Ohio EPA's eBusiness Center online address: http://ebiz.epa.ohio.gov 
(JDEV-B8339) DSIWM-92703


	US EPA

Ohio EPA
	13/5:  Does the system allow an unlimited number of attempts to correctly supply the PIN and the correct answer to a challenge question?  Apart from a barrage of emails in the registrant’s account, would this set off some sort of flag for the state?  Does the account become automatically locked after a certain number of failed attempts?  
Answer:  We are implementing a lockout after 5 failures to provide the correct answer to the system’s randomly presented security questions.  The system can present the same question more than once, but always presents at least one other question within the 5 attempts to collect a correct answer.  Failures are not contributed by the user having his or her caps lock feature enabled as answers to security questions are not case sensitive.  The lockout feature will be in place by May 2011.


	14.  Signatory authorization



	
	Business Practices:

The user, once in possession of both an account and a PIN, will request recognition by the Ohio EPA as the responsible official which then grants the user the authorization to create and submit data for a specific service and specific facility.  See #2 for determination of a registrant’s signing authority.  Once this recognition is established the user can request authorization to delegate the submission privilege for a specific facility within a specific service (provided the specific service allows for delegated submission) to other identity-proofed individuals holding Ohio EPA-issued PINs. 

The responsible official can delegate the service-level privileges (create/edit/review) at a specific facility to other account holders.  This allows the account user to work with files that will eventually be submitted and to have access to facility-specific supporting data.  Account holders other than the responsible official can delegate the create/edit/review privileges they have at a certain facility so that multiple users can work at the same facility or on the same documents.  All delegated privileges can always be revoked by the delegating account holder.  Associating the privileges with the account, program service, and facility is designed to provide the user access to only that information they are entitled to see.  Authorizations for responsible officials and delegated responsible officials are designed to restrict to known identity-proofed individuals the actual submission of data.

The process to obtain service level submission privileges varies from program to program based on the prevailing statutes and business practices of the program Division, but all follow general Agency-endorsed guidelines.  The user/requestor accesses the authorization web forms from the portal.  These screens are program specific and ask the user to provide, as appropriate, facility information and level of privileges requested.  Depending on the program area for which they are requesting the submission privileges, the user may be asked to provide documentation that they are properly associated with a facility.  This information is then passed, either by mail, hand delivery, or electronically where possible, to a central point within the Ohio EPA where staff determine that 1) the information is complete and meets the stated program requirements or 2) pass the information on to program area staff where a more detailed review is performed.  Once the Agency staff has determined that privileges should be granted they will use the administrative features of the portal to assign the submission privileges.
Each program area has specific rules for how long privileges remain associated with accounts before they are timed out and the user must make the request again.  Additionally, users can revoke their own privileges, the primary account can revoke delegated privileges, and the regulated entity can request, with proper documentation, that privileges be revoked.


	
	System Functions:

A system administrative function will allow the revocation of an account, privileges or a PIN when appropriate.



	
	Supporting Documentation (list attachments):
N/A



	US EPA

Ohio EPA
	2/2:  Ohio EPA CROMERR Checklist Item 14 states that signature authority can be delegated to “other identity-proofed individuals holding Ohio EPA-issued PINs” (or, “delegated responsible officials”).  Please specify whether users with delegated signing authority get a separate electronic signature device, including a separate PIN and security questions.  Do responsible officials and the delegated responsible officials to whom they delegate signature authority ever share usernames, passwords or PINs?
Answer:  Each PIN applicant must sign and submit his/her own Subscriber Agreement, request his/her own PIN, set up their own personally chosen five PIN security questions/answers (second factor) and safeguard their PIN and second factor questions and answers from view or use by any other person.  Our system and processes do not disallow sharing of Accounts which use a password, but do disallow sharing of PINs and second factor Q & A’s.  



	US EPA

Ohio

EPA
	14/1:  The Ohio EPA CROMERR Application states, “All delegated privileges can always be revoked by the delegating account holder.”  Please describe how the delegating account holder can revoke privileges.  How are the delegating account holders informed how to do this and can it be done online?  Are the privileges revoked automatically, or does Ohio EPA review the request?
Answer:  The divisions train the RO’s on how to revoke privileges online for delegated PIN holders.  The RO delegates to his/her subordinates using the eBusiness center delegation functionality and can revoke the delegation as he/she deems necessary.  To revoke a privilege, the RO clicks the hyperlinked word "delete" in the row displaying the user who has been assigned a privilege, and that action revokes the privilege.  Both the RO and the user get an e-mail acknowledgment.  Ohio EPA approves the Service (Air Services, eDMR, eDWR, and eDRUMS) for the RO and delegated RO’s and the RO controls all delegations.  Delegating account holders are not always regulated entities, but the revocation process works the same for regulated and non-regulated entities. 

	15.  Procedures to flag spurious credential use



	
	Business Practices:
Spurious detection will take place in the program offices as part of the routine review and handling of program-related submissions.  In other words, as part of the business practices the program areas follow, staff will review results and the initiating submission whenever anything out of the ordinary occurs including out of range submissions that were not expected; compliance results that are out of range or out of the ordinary/expected for a given facility; multiple unexplained submissions of the same document(s), and submissions with obviously incorrect data.  In each case, program staff will follow through with direct contact with the facility/person which made the submission(s) to determine the reasonable cause or that a spurious submission has occurred.  

If a true spurious submission is detected, the program area and facility/submitter shall work together to determine the appropriate action which may include revocation of the signature device and/or privileges.
The system will automatically generate and send an email confirmation to the PIN holder when a submission is made using that PIN.  When a user believes that their PIN has been compromised, they are required to report it to Ohio EPA.  


	
	System Functions:

The system generates and sends an email to the PIN holder following each submission using that PIN.  The system logs information about each submission including submission type, service type, and program.  



	
	Supporting Documentation (list attachments):
N/A



	US EPA

Ohio EPA


	15/1:  How often does Ohio EPA staff conduct reviews of submissions to detect spurious credential use?  Are all submissions reviewed, or only certain ones?  If not all submissions are reviewed, please describe how Ohio EPA identifies which submissions to review.
Answer:  The staff conducts daily review of submissions to check for off cycle, duplicates and out of range values.  Anomalies are reviewed and followed up on with submitters to substantiate or rule out spurious or accidental.  

	US EPA

Ohio EPA

	15/2:  The Ohio EPA CROMERR Application, Item 13, describes a log kept of failed submissions.  Is this log reviewed to detect spurious credential use?  If so, please describe that review, including how often it is reviewed, what is reviewed, and what actions are taken if compromise of credentials is suspected. 
Answer:  The program can review for account events (including failed submissions) via the eBiz Admin Tool.  The Event Log shows why there was a failure.  All submissions, including failed ones, are reviewed daily.  If the program suspects spurious credential use or if an eBiz customer reports e-signature compromise, this information will be reported to the PIN Management Section for further action.

	16.  Procedures to revoke/reject compromised credentials



	
	Business Practices:

A system administrative function will allow the revocation of an account, privileges or a PIN when appropriate.  If a user reports a compromised PIN, it is revoked and the user is required to reapply for a PIN.
The subscriber agreement specifies the grounds for revocation of a PIN.  Warnings about the misuse of a PIN is included in the on-screen warnings displayed when making a submission.  Once revoked, the user must re-apply for a PIN.


	
	System Functions:

A system administrative function will allow the revocation of an account, privileges or a PIN when appropriate.  If a user reports a compromised PIN, it is revoked.


	
	Supporting Documentation (list attachments):
N/A

	US EPA

Ohio EPA

	16/1:  Please specify if, once spurious submissions are detected, the system ensures their rejection, and the rejection of any subsequent submissions that use the same signature device or account.  
Answer:  If a signature device is known to be compromised, then the service authorization is revoked.  
Data can be removed from systems via an online tool known as the DBA request by the requesting program. Accounts/PINs can be deleted for bad actors and we will maintain a blacklist table preventing reauthorization for a given service or submission rights for a given account/PIN.
If a privilege is changed or a PIN deactivated, the R.O. and the affected User are notified via email.  Spurious submissions can be tagged.  With eBiz Administrative rights, a COR can be marked as spurious and access to Services can be revoked.  

	17.  Confirmation of signature binding to document content



	
	Business Practices:

See #5 and #9.  Since the signature is bound upon receipt by the server, confirmation of signature binding to document content is not applicable.

	
	System Functions:
Data and documents will be in XML format.  The data and documents, PIN, and date/time stamp will be encrypted to bind them and will be stored as a character large object (CLOB) in the database.  The CLOB is hashed and the hash is encrypted and stored on the database as metadata for the copy of record.  All hashing and encryption is done on the server.  After the copy of record is created, the data/document XML is passed to a service process that loads data into the production database for processing by the internal application.  An XML style sheet will be applied to the copy of record for human readable review on demand by the submitter.
Binding is accomplished through encryption and hashing on the server and confirmation is inherent in the process.



	
	Supporting Documentation (list attachments):
N/A




	Copy of Record



	18.  Creation of copy of record


	
	Business Practices:

As one of the common services provided by the eBusiness Center, CROMERR copy of record involves storing a copy of each successful submission in one central copy-of-record database.   Upon a successful submission, an acknowledgement will be generated by the system and displayed on-screen indicating that a copy of record for the submission is available with instructions for accessing the copy of record.  An email will be automatically sent to the account-holder making the submission at the email address on record providing notification that a copy of record of the successful submission is available with instructions for how the PIN-holder can access the copy of record.  See #5 for the contents of the copy of record.


	
	System Functions:

The eBusiness Center datasubmit service receives the data as an xml document with an encrypted pin, security challenge question and answer. Datasubmit validates the pin and security answer, performs out of band notices and then creates the copy of record.  Each copy of record (COR) is bound with the submitter’s pin, security challenge question and answer, and the data being submitted in one encrypted database CLOB (character large object).  At the same time, the system performs a hash of the resultant file and stores the hash, the encrypted files, and other metadata about the submission, in the COR database.  The COR remains in the database available always to the submitter for review but to no one else without submission of a proper FOIA request and subsequent reviews.  Through the portal services, the submitter can see a list of all submissions made by the submitter as well as pertinent metadata, and from that list select the COR he/she would like to review.  There are no printing capabilities as some of the CORs may contain trade secret data.

Metadata stored about the copy of record include submission type and related program, XML style sheet, associated eBusiness Center account, and if the copy of record contains confidential data.  


	
	Supporting Documentation (list attachments):
N/A


	US EPA
	Additional information needed for this item is requested under other items.


	18a.  True and correct copy of document received


	
	Business Practices:

See #18


	
	System Functions:  A server-generated hash using a secured key is created for the CLOB containing the submitted data, pin, security challenge question and answer, and date/time stamp.  This hash is itself encrypted and stored as metadata.  The key is stored in a password protected, secure directory.  To validate the data is true and unchanged the CLOB can be rehashed for comparison against the stored hash value.  Submitters can review the COR offering the opportunity to repudiate. 


	
	Supporting Documentation (list attachments):
N/A 


	18b.  Inclusion of electronic signatures


	
	Business Practices:

See #18


	
	System Functions:

The eBusiness Center datasubmit service receives the data as an xml document with an encrypted pin, security question and answer. Datasubmit validates the pin and security answer, performs out of band notices and then creates the copy of record. The COR process  binds the data with encrypted pin, security challenge question and answer, and date/time stamp and stores them as a CLOB along with metadata about the COR such as confidential, XML style sheet and account in a physically and logically separate database instance. The submitted data is then passed on to other services to load the data to internal systems for processing.

	
	Supporting Documentation (list attachments):
N/A



	18c.  Inclusion of date and time of receipt


	
	Business Practices:

N/A


	
	System Functions:

The eBusiness Center datasubmit service receives the data as an xml document with an encrypted pin, security challenge question and answer. Datasubmit validates the PIN and security answer, performs out of band notices and then creates the copy of record. The COR process binds the data with encrypted pin, security challenge question and answer, and date/time stamp and stores them as a CLOB along with metadata about the COR such as confidential, XML style sheet and account in a physically and logically separate database instance. The submitted data is then passed on to other services to load the data to internal systems for processing.



	
	Supporting Documentation (list attachments):
N/A


	US EPA

Ohio 
EPA
	18/1:  Describe how the date and time stamp is bound to the COR.  
Answer:  Each copy of record (COR) is bound with the submitter’s PIN, security challenge question and answer, date and timestamp and the data being submitted in one encrypted database CLOB (character large object).  At the same time, the system performs a hash of the resultant file and stores the hash, the encrypted files, and other metadata about the submission, in the COR database.



	18d.  Inclusion of other information necessary to record meaning of document


	
	Business Practices:
N/A


	
	System Functions:

Metadata stored about the copy of record include submission type and related program, XML style sheet, associated eBusiness Center account, and if the copy of record contains confidential data.  


	
	Supporting Documentation (list attachments):
N/A



	18e.  Ability to be viewed in human-readable format


	
	Business Practices:
The copy of record is immediately available to the PIN holder making the submission as described in 9a and 9b.  An out-of-band e-mail is generated and sent to the PIN holder acknowledging receipt of the submission and indicating that a copy of record was created with instructions on how to access it.  This notification e-mail will also indicate the account holder making the submission and the date/time stamp of the submission.


	
	System Functions:
The system will generate an e-mail that will be sent to the submitter’s e-mail address of record acknowledging receipt of the submission and indicating that a copy of record was created with instructions on how to access it.  The user will follow a process wizard to access previous submissions and review copies of record.  The wizard shows all submissions made under that user’s account and PIN.  Utilizing the metadata stored about the copy of record, the associated XML style sheet can be applied to the copy of record data for human readable review. 



	
	Supporting Documentation (list attachments):
Appendix 3:  Example Style Sheet for all eBiz received reports and applications (HWAR, air services, eDWR, eDMR) 
Appendix 4:  Human Readable Example for all eBiz received reports and applications (HWAR, air services, eDWR, eDMR)


	19.  Timely availability of copy of record as needed


	
	Business Practices:

The system will generate a human-readable version of the copy of record upon demand to the submitter that made the submission.
All others may request the copy of record by contacting the Ohio EPA.  The request of this document will be treated as a public records request and will have confidential information redacted.
Ohio EPA staff and the Ohio Attorney General’s staff will be able to retrieve the copy of record as follows:

1.  Get the data submission ID.  This can be obtained from the submission email message or from 
     the eBusiness Center event log.

2.  Use the eBusiness Center administration service to retrieve the copy of record using the data 
     submission ID.  This will generate an XML file in the predefined eBusiness Center attachment 
     directory.

3.  Copy the XML file from the attachment directory to a local workstation.


	
	System Functions:
The system will generate a human-readable version of the copy of record upon demand to the PIN holder that made the submission.
All others may request the copy of record by contacting the Ohio EPA.  The request of this document will be treated as a public records request and will have confidential information redacted.


	
	Supporting Documentation (list attachments):
N/A


	US EPA

Ohio 
EPA
	19/1:  Can eBusiness be searched to identify specific CORs?  If so how?  What search terms are possible?  Can the system be searched by submitter, submission date, type of report, or other search terms?  See COR Search screen shot below.
Answer:  User can search for his/her own submissions (related to their account) by date range, service name, status etc and will get a full list of their CORs with date of status such as repudiated, or accidental.  They can select from this list to view a COR. Authorized EPA Administrators, using an eBiz Admin Tool, will be able to search CORs by account, related service, date, etc. and view the record.  
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	20.  Maintenance of copy of record


	US EPA

Ohio EPA
	Business Practices:

Data remains in the COR database indefinitely.  Semi-annual file verification will be conducted in June and December by recalculating the hash and comparing it to the copy of record hash.  Database backups will be maintained on tape media.  Restricted, or confidential, information will be maintained on separate tapes, labeled restricted.  All tapes are transported and maintained by a state approved vendor in a secure, climate-controlled environment.  Only authorized personnel have access to off-site tapes.
Answer:  Ohio EPA will require that a form be filled out to request a tape by date, a list of authorized personnel will be maintained along with documentation of who accessed what tapes by date.  The agency will conduct semiannual file verifications in June and December and any anomalies will be listed by service/program area with IT staff first establishing if there is a system problem and if not providing the list to the program for further investigation.  


	
	System Functions:
Periodic file verification will be conducted by recalculating the hash and comparing it to the copy of record hash.  The copy of record database will be maintained indefinitely.


	
	Supporting Documentation (list attachments):
N/A

	US EPA

Ohio EPA

	20/1:  How often is the periodic file verification conducted?  What are the procedures if an alteration of a copy of record is detected through the periodic file verification?  
Answer:  The periodic file verification will be performed semi-annually. The automated job checks for the hash and if it is not correct for the COR, a manual review will be conducted.  The IT Managers and System Administrators for each program will be contacted in the event of a discovery of a hash/COR problem submitted using one of their Services.  The program will be responsible for the review to see if there is a system problem or tampering with the COR.


	US EPA

Ohio EPA
	20/2:  How often are backups made?  
Answer:  “nightly”.

	US EPA

Ohio EPA
	20/3:  Please describe the security measures in place to prevent unauthorized alteration or deletion of the copy of record either by unauthorized individuals from outside the system or by system administrators or other employees or contractors with access to the copy of record.  
Answer:  Role-based access is used to grant access to the COR.  It is tightly managed and is granted on a need-to-know basis.   The system does not include intrusion detection, but does include virus detection on the servers and a firewall.  The Oracle database is encrypted with restricted access to Oracle and the server.  The Database Administrators access and application access is logged.  Access is via an API with only the “applications user” granted privileges to the API so individual accounts cannot access the COR database or Data directly.  Servers are located in an access controlled computer room.

	US EPA

Ohio EPA
	20/4:  Please briefly describe provisions for disaster recovery.  Answer:  The COR database is backed up to tape each day.  Once a week tapes are sent to an offsite storage location.  The vendor has been approved by the state of Ohio to archive electronic media.  In the event of a disaster, the COR database is restored from these back-up tapes.  There is a Disaster Recovery Plan in place and attached in a new appendix 8.  

	US EPA

Ohio EPA
	20/5:  Are background checks conducted on system administrators?  Do system administrators sign rules of behavior?  If so, please provide a copy of the rules of behavior.  
Answer:  Background checks are not conducted on System Administrators.  Background checks and non-disclosure agreements are not required since the trade secret information contained in the Copy of Record is encrypted and therefore is not considered confidential information by law. Therefore the existing security controls are adequate and reasonable based on risk to the Agency.  The Ohio EPA does have policy in place, “Conduct and Discipline” with the consequences for any unauthorized use or disclosure of confidential information being termination of employment on the first offense.  We also have an “Information Security Framework” policy in place.  20/3, 5, 6 all discuss implementing a security control to mitigate a threat to the Agency Copy of Record.  However, the motivation to exercise any such threat would be extremely unlikely or very low.  Even if a threat was successful the impact to the agency would be considered low or would have no impact.  Business would continue as normal and the information could be easily reproduced. 



	US EPA

Ohio EPA
US EPA

OH EPA

US EPA
OH EPA

US EPA
	20/6:  Does the system maintain logs of changes to CORs? If so, what is logged, and what triggers a log.  How are logs protected from alteration and deletion?

Answer:  Copies of Record are never changed. The agency does maintain metadata on COR’s.

Additional Information Needed:  Please confirm that only 3 administrators have access to the encrypted PINs, security questions and answers, and any encryption keys used by the system, as indicated in the response to question 5/1.  

Ohio EPA response:  Yes, only 3 administrators have access to encrypted PINs, security answers and encryption keys used by the eBusiness Center system; these are the OS Administrator and 2 WLserver Administrators.
Potential Compliance Issue: System administrators have access to all encryption keys for CORs and PINs.  Therefore, it may be possible for a system administrator to decrypt a COR, change the information, apply the PIN, encrypt and hash the COR, and change the stored hash for the COR, thus altering the COR without detection.  Alternatively, an administrator could create a spurious COR, potentially without detection.  Other scenarios for account compromise could include an administrator decrypting PIN and security questions and answers, and providing these to a third party.  This risk is mitigated by limiting the number of administrators which have the access to the information needed to do this, which appears to be 3 for Ohio EPA’s e-Business Center system. 
Ohio EPA response: The process to decrypt, alter, and re-encrypt the COR is not simple and the administrators with access to encrypted information are not knowledgeable of the process. Additionally, we run a monthly audit of the CORs to detect changes in the hash values.  20/3, 5, 6 all discuss implementing a security control to mitigate a threat to the Agency Copy of Record.  However, the motivation to exercise any such threat would be extremely unlikely or very low.  Even if a threat was successful the impact to the agency would be considered low or would have no impact.  Business would continue as normal and the information could be easily reproduced.  Background checks and non-disclosure agreements are not required since the trade secret information contained in the Copy of Record is encrypted and therefore is not considered confidential information by law. Therefore the existing security controls are adequate and reasonable based on risk to the Agency.  
USEPA – The underlying concern here, as under item #20/5, is the need to defeat a potential claim by a defendant that a corrupt system administrator modified the COR in a way that defeats detection.  
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