April 13, 2006


Submitted by the Wyoming Department of Environmental Quality

	CROMERR System Checklist



Overall Notes and Comments

Note 1. For the purposes of this document, “e-signer” and “signatory” are used interchangeably. 

Note 2. For the purposes of implementation of the WDEQ ENV-ITE system, WDEQ has made no distinction between documents that will be e-signed. All current paper documents which require a e-signers signature that will be allowed to be e-signed will follow the CROMERR requirements whether covered by 40CFR Priority Reports or not. It is the intent of WDEQ to automate 95 high priority processes over the next two years. If e-signing of documents and data is designed into any of these processes a single methodology, as described in this application, will be used for all whether covered by 40CFR or not. 

Note 3. ENV-ITE will store the human readable format document in the Microsoft SharePoint portion of the system with signatures and a timestamp receipt signature applied by WDEQ as the copy of record. This copy of record can then be used to prove the validity of the contents of WDEQ’s databases.

Note 4. Several terms are used to describe the external person who is interacting with the ENV-ITE at WDEQ, as their role varies depending on the stage of the process.  See Definitions below.

Note 5. ENV-ITE is a composite system comprised of separate components, although virtually all operational logic is implemented as a set of business rules in K2 portal. The constituent components of the ENV-ITE system are:
· The Wyoming State egov portal
· SharePoint Server
· Geographic Information System (GIS)
· Centralized database and reporting
· K2 Workflow Management
· ENTRUST PKI Infrastructure
· Microsoft Active Directory 

Note 6. Rollout of ENV-ITE
[bookmark: _GoBack]ENV-ITE will be implemented in stages. In some cases ENV-ITE will replace existing electronic submission that have a follow-on wet-ink-paper signature. At no time will WDEQ accept partial e-submissions with follow-on wet-ink-paper signatures. 


Definitions and Abbreviations
Affidavit- A notarized document which is utilized by an external party (corporation, government entity, or LLC) to designate individuals as administrators of electronic accounts.
Company Authority- A person who can legally bind the company to contractual agreements.
COR- Refers to the Copy of Record. A copy of record (COR) is a human-readable document generated by ENV-ITE which includes a permanently affixed digital signature.
Digital Signature- A digital signature is a subset of an electronic signature which utilizes cryptographic techniques.  Note that PKI standard compliant digital signatures conform with FIPS 186-2.  (This is a federal standard that specifically focuses on electronic signatures.)
Division- The Wyoming Department of Environmental Quality is organized into divisions, which are:  Air Quality, Water Quality, Land Quality, Abandoned Mine Lands, Industrial Siting, Administration and Solid & Hazardous Waste.
Document Hash – A document hash is a short value calculated from the contents of a document. Hashes are computed using specific algorithms so that it is extremely unlikely that any two documents have the same hash.  MD5 is an example of one hashing algorithm.
Edit Capabilities – A class or services on the ENV-ITE system that allows a user to upload documents and data enter and edit documents and data online. A user with Edit capabilities does not have the authority to esign documents or data. A user with Edit capabilities generally is assisting an e-signer in creation of data or documents. A user requesting this capability must but authorized via the Edit ESA process.
Electronic Signature- As defined under the Uniform Electronic Transactions Act (UETA), an electronic signature is: “An electronic sound, symbol, or process attached to or logically associated with a record and executed or adopted by a person with the intent to sign the record.”
ENV-ITE System- The Environmental IT (ENV-ITE) system represents a Wyoming Department of Environmental Quality systems application which captures and manages various documents and/or data which utilizes an esignature upon submittal and subsequent agency approval.  Specifically, this system allows users to prepare permit applications, submit periodic reports, and review the status of various work-in-progress activities. 
Egov- The Wyoming state Electronic Government Portal. This portal manages access to multiple state services for the public. This portal provides user ID and password and personal secret question and answer pairs management.  Egov also provides encryption services via the third party ENTRUST services. 
ESA- Electronic Signature Affidavit.
FIPS- Refers to Federal Information Processing Standards.  These are guidelines that set best practices for software and hardware computer security products.
Internal User- Represents a WDEQ employee who has access to the WDEQ ENV-ITE system.
K2 – Automated workflow management tool that is integrated with SharePoint. 
Key Store – A secure place to store public and private keys generated with PKI. WDEQ uses a secure key store in Microsoft Server 2003.
New Source Review Application (NSR) - An application which is electronically submitted by various oil and gas producers to the Wyoming Department of Environmental Quality for review and subsequent approval.
Personal identification number (PIN)- A secret numeric password shared between a user and a system that can be used to authenticate the user to the system
PKI- Public Key Infrastructure. ENV-ITE is based on Microsoft Cryptographic Services. These services provide public key infrastructure, secure keystore, hash algorithms and digital signature algorithms.
PKCS- In cryptography, PKCS refers to a group of public key cryptography standards which were devised and published by RSA Security.  Note that PKCS was adopted by Microsoft and is used in conjunction with various SharePoint deployments like the Wyoming Department of Environmental Quality’s ENV-ITE system.
Program- An organizational structure within Wyoming DEQ divisions that manage specific elements of WDEQ’s mission. The Underground Injection Control program within the Water Quality Division is an example.
Requester- An external individual requesting an ENV-ITE account and the ability to electronically create, modify and e-sign Wyoming Department of Environmental Quality. This individual may represent themselves or a regulated entity.
SharePoint-   A product from Microsoft which offers a browser-based collaboration and document management platform which the Wyoming Department of Environmental Quality’s (WDEQ) ENV-ITE system resides on. See attachement#1 for the SharePoint Server 2007 datasheet.
e-signer-   An external individual who is officially submitting a document to the Wyoming Department of Environmental Quality utilizing the ENV-ITE system. The e-signer must have requested and obtained a Wyoming egov login ID and a registered account on the ENV-ITE system to e-sign documents or data. A user with e-sign capabilities on the ENV-ITE system will also have full edit and upload capabilities on the system. A user requesting this capability must but authorized via the Edit ESA process. 

URL-  Abbreviation of Uniform Resource Locator, the global address of documents and other resources on the World Wide Web. 


User- An authorized party, who has been issued the necessary system log-on credentials to electronically create, modifies and e-signs permit applications and supporting documents and data

WDEQ-  The Wyoming Department of Environmental Quality.  


	CROMERR System Checklist

	Item
	 

	Registration (e-signature cases only)

	1. Identity-proofing of registrant

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
The WDEQ has elected to utilize the subscriber agreement alternative of the CROMERR rule (3.2000(b)(5)(vii)(C)).  WDEQ will initiate the process by notifying regulated entities of the new system for electronic e-signing, as well as any corresponding instructions on how to initiate accounts and register for electronic signature capabilities within ENV-ITE. These announcements will be made on a program by program basis as automated processes are being designed and deployed.  
A detailed process flowchart describing the account application (ESA) process described below is provided in Attachment #10.
The WDEQ esignature and User Authorization processes will be integrated with the Wyoming State egov portal (https://egov.state.wy.us/). The Wyoming State egov portal will manage user passwords and login IDs, gather user specific information such as name, address, phone numbers as well as collect and store the answers to the user secret questions. The Wyoming egov portal also serves as an entry point into the WDEQ ENV-ITE system. See attachment #23 High level systems architecture.
In addition to the demographic information listed above, the requestor will also supply a username and password that must comply with Wyoming State egov password requirements (See Attachment #1) as applicable to parties’ external to WDEQ. The Wyoming egov portal will validate the password for acceptability. The password is only known to the registrant and the registrant is solely responsible to protect and maintain the password.  
A valid email address will be required for electronic submission in all cases, irrespective of whether or not the submission requires signature. Automated notifications are sent via email.
The requestor must create a personal secret question and answer as well as provide a response to the requestor’s mother’s maiden name. 
If the user loses his/her password the user is prompted for his/her login ID and must respond to 2 user secret questions before requiring the user to change his/her password.
If the user forgets his/her login ID, the user is prompted for   his/her full name, SSN and the answers before displaying the users login ID.
Once the person establishes a valid egov profile, he/she is directed to the WDEQ ENV-ITE system. In order to gain access to the ENV-ITE system the person must requests specific capabilities at the WDEQ program level and then must print Electronic Signature Affidavit (ESA). An automated email is sent to the user via the email address provided in the registration process. This email contains a link back to he EN-VITE system. In clicking this link the users email is established as being a valid email address. A notification is then sent to the ENV-ITE administrator with a link to the request. Before access is granted the ESA must be signed and notarized by the requestor and the company authority. The company authority is a person that can legally bind the company to contractual agreements. The ESA is mailed to the ENV-ITE Administrator. The ENV-ITE Administrator validates the information on the ESA, see sections 1a and 1b.
Identity proofing occurs throughout the process from the e-signature agreement to the submittal itself. Upon completion of a successful investigation, the ENV-ITE Administrator will mark the account request as accepted within ENV-ITE. This action will initiate an automated process to 
· e-mail the requestor and the company official notification that the ESA has been approved or rejected. 
· Email a notification to the appropriate Division Administrator or designee  that the ESA has been approved
· Initiate a 1st time login function for the new user. This 1st time login for the new user will require the user to create a PIN number. The use must also choose 5 of 20 secret questions to answer. These questions will be used in the esigning process.   The PIN is only known to the registrant and the registrant is solely responsible to protect and maintain the PIN as WDEQ will not permanently store the PIN. Instead, WDEQ will use the PIN to encrypt the private key.
· At 1st time login the new user will be required to provide their company information or if the new user is a consultant their clients information.
· If a consultant is working for more than one client separate user ID, password and PIN combinations will have to be established. A single user ID cannot have capabilities across multiple companies.
At Document or Data e-sign
Applicability: This item applies to all submissions with an electronic signature.
WDEQ will complete substantial identity proofing before accepting electronically signed reports from an e-signer. Identity proofing will consist of:
1. Receipt of a valid, ESA, Signed in ink and notarized (paper document). The ESA requires notarized signatures of both the requestor and the company officer authorizing the capabilities of the requestor.
2. Verification and investigation by a WDEQ designated administrator.
3. Issuance of a private key required for certificate use.
4. A digital signature is created using a PIN, the user’s secret questions and private key. The signature is stored in the document record in SharePoint.
Legal certainty of a person’s identity
Legal certainty of this process is based on methods established in the ENV-ITE system, through application of the Wyoming CIO efiling and esignature policy and the Wyoming CIO Policy Manual. 


	
	System Functions:
The system provides the following functions during the identity-proofing process:
Storage of all user demographic information used in the identity proofing process.
A K2 workflow enforces the identity-proofing business process. A WDEQ employee must assert to the system that due diligence has been performed before the account is activated. The person and date is recorded.
The system sends emails to the user at the beginning of the workflow and after the account has been activated. This provides out-of-band notification.
The system generates the public and private key. The system enforces PIN construction rules and uses the PIN to encrypt the user’s private key. The private key cannot be retrieved without knowing the PIN. Since the human readable PIN is never stored in the system, no one other than the user can access it. However, encrypted versions of the PIN will be stored for each esigner for the purposes of identifying the signer of a document or data submission. If a esigner changes their PIN a history in the form of the encrypted PINs will be retained. As users withdraw from their signing responsibilities or are replace within their organization, all copies of of encrypted PINs will be retained for purposes of historical identification of signers on documents or data submissions.
Standards for our authentication procedures are identified in NIST SP 800-63, Electronic Authentication Guideline. We expect to achieve level 2. (See Attachment #2).
Upon 1st login, the system will present to the user a list of 20 secret question that the user is required to provide the answers to 5. The system will hash the answers and stored the hashed versions of the answers.


	
	Supporting Documentation (list attachments): 
Attachment #1. ENV-ITE Overview
Attachment #5. Electronic Signature Affidavit for E-signers.
Attachment #6. Electronic Signature Affidavit for Editors.
Attachment #4. WDEQ Password Requirements for Users of ENV-ITE.
Attachment #7. Wyoming CIO efiling and eSignature policy.
Attachment #8. Wyoming CIO Policy Manual.
Attachment #19. User Authorization Process.
Attachment #26. Internal  email notification of access request V2.
Attachment #27. External email to validate requestor email address.

	1a. Identity-proofing before accepting e-signatures

	 
	Business Practices:
Applicability: This item applies to all new users requesting and electronic signature.
WDEQ will validate the identity of the new user before accepting electronically signed reports from a e-signer. Identity proofing will consist of:
1. Receipt of a valid ESA that is signed in ink and notarized (paper document). 
2. Verification and investigation by a designated WDEQ ESA system administrator of the new user and notary.  The investigation can be accomplished through a variety of methods such as a phone call and confirmation of the license for the notary. 
3. Issuance of a private key required for esigning use. A PIN, known to the user, is used to encrypt and decrypt the private key.
4. Correct answers to secret questions recorded at the first login.
5. A digital signature created using an e-signer created PIN shall be required for acceptance of reports or documents that utilize electronic signature.
Identity proofing occurs throughout the process from the e-signature agreement to the submittal itself.

	
	System Functions:
The system will validate that:
1. The document has a valid digital signature created using a PIN created by the e-signer.
2. Validity of user identity and capabilities, e-sign vs edit.
3. See section 3 for more details.


	
	Supporting Documentation (list attachments): 
Attachment #3. ENV-ITE Overview
Attachment #5. Electronic Signature Affidavit for E-signers
Attachment #6. Electronic Signature Affidavit for Editors 
Attachment #4. WDEQ Password Requirements for Users of ENV-ITE


	1b. (priority reports only) Identity-proofing method (See 1bi, 1bii, and 1b-alt)

	1bi. (priority reports only) Verification by attestation of disinterested individuals

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
Wyoming DEQ will require the signatory to use a notary as a disinterested party (as referenced by the rule 3.2000(b)(5) (vii) (A) – (B)).
After the requestor has submitted the application online, the requester will print out the electronic signature affidavit and sign in the presence of a licensed notary. A Company Authority permitting the requestor to act on behalf of their company is also required to sign the ESA in the presence of a licensed notary.  As part of the verification process, a WDEQ employee will verify the identity and term of the notary by consulting public records. All information concerning the requestor and Company Authority will also be validated.
 The ESA document will be stored by the ENV-ITE administrator in a locked filing cabinet. All ESA documents will remain on file for 5 years after the users account has been disabled. 

	
	System Functions:
NA

	
	Supporting Documentation (list attachments): 
Attachment #1. ENV-ITE Overview
Attachment #5. Electronic Signature Affidavit for E-signers
Attachment #6. Electronic Signature Affidavit for Editors 
Attachment #4. WDEQ Password Requirements for Users of ENV-ITE
Attachment #7. Wyoming CIO efiling and esignature policy
Attachment #8. Wyoming CIO Policy Manual.





	CROMERR System Checklist

	1bii. (priority reports only) Information or objects of independent origin

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
In witnessing or attesting a signature or for verification upon oath, a notary public  either from personal knowledge or satisfactory evidence, that the signature is that of the person appearing before the officer and named in the notarized document. The licenses of all notaries used will be validated.
Satisfactory evidence that the signature is that of the person appearing can include state driver’s license, passport, or other state or federally issued sources of identification.

	
	System Functions:
N/A

	
	Supporting Documentation (list attachments): 
Attachment #3. ENV-ITE Overview
Attachment #5. Electronic Signature Affidavit for E-signers
Attachment #6. Electronic Signature Affidavit for Editors 
Attachment #4. WDEQ Password Requirements for Users of ENV-ITE


	1b-alt. Subscriber agreement alternative

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
WDEQ’s implementation of ENV-ITE to accept documents in compliance with the CROMERR rule is explicitly based on the subscriber agreement alternative of the federal rule. The Wyoming ENV-ITE electronic signature function is designed around a PKI infrastructure, including digital signatures attached to submittals.  The WDEQ will host its own certificate server, collect and retain all paper documents (Electronic Signature Agreements, etc.), and perform verification and investigation of the validity of those documents through the WDEQ ENV-ITE administrator.  This verification process is detailed above in 1. Identity-proofing of registrant.  


	
	System Functions: 
The WDEQ ENV-ITE system will utilize multiple levels of validation to verify that the e-signer to whom the certificate and account were issued is the individual e-signing a document. The entire system is based on industry standard PKI infrastructure. These precautions include:
· Use of a username and password to log on to the portal,
· Use of knowledge based questions to esign submitted documents and recover lost passwords, login IDs and PINs.
· Use of e-signer PIN known only to the User/E-signer. This PIN is used to encrypt and store the private key. 
· Reminder of the of the agreement between the e-signer and WDEQ have made (as set forth in the original electronic signature agreement) at each login.
· Creation of Digital Certificate PKI Credentials
· Requirement for digital signature using a WDEQ encrypted and stored certificate on each and every document requiring electronic signature.
· Requirement for to enter a personal PIN and answering of personal secret questions to apply digital signature.


	
	Supporting Documentation (list attachments): 
Attachment #3  ENV-ITE Overview
Attachment #5. Electronic Signature Affidavit for E-signers
Attachment #6. Electronic Signature Affidavit for Editors 
Attachment #2  Electronic Authentication Guideline
Attachment #4. WDEQ Password Requirements for Users of ENV-ITE and Wyoming egov portal


	2. Determination of registrant's signing authority 

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
The registrant’s signing authority will be validated on all e-signing ESAs received. This will be done in two ways. The ENV-ITE administrator will validate that the registrant has signing authority with the company authority and with the appropriate WDEQ Program Manager. These two sources must agree before the users account can be activated.
A portion of the ESA explicitly authorizes the individual to e-sign legally binding reports by the company official.  It is the responsibility of the authorizing company official to assign the correct individual to e-sign reports and notify WDEQ of any change in relationship of the individual with the entity.  The WDEQ will may also verify the registrant’s signing authority during routine inspections of facilities. Inspections will be scheduled to include verification of all reporting facilities no less than every five years. The user with this type of capability is known as a “E-signer”.
WDEQ has also established an “Editor” role within ENV-ITE. In normal business practices multiple people work on a document or data submission, but only select individuals may actually commit their company by e-signing the final document or data. A separate ESA is required to grant editor capabilities. It is the responsibility of the authorizing company official to assign the correct individuals to edit documents or data prior to submission and notify WDEQ of any change in relationship of the individual with the entity.  The WDEQ will also verify the registrant’s signing authority during routine inspections of facilities. Inspections will be scheduled to include verification of all reporting facilities no less than every five years.



	
	System Functions: 
N/A

	
	Supporting Documentation (list attachments):
Attachment #5. Electronic Signature Affidavit for E-signers
Attachment #6. Electronic Signature Affidavit for Editors 
Attac 
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	3. Issuance (or registration) of a signing credential in a way that protects it from compromise

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
Issuance of Credentials for an ENV-ITE Portal Account.
The user begins the process of obtaining credentials by going to Wyoming’s egov site and obtaining login credentials. The user’s password must meet the following rules:
· 8-9 Characters in length
· 1 Capital letter
· 1 Lower-case letter
· 1 Numeric character
· No repeated characters
After obtaining a valid egov login, the user may request access to the ENV-ITE system. The user goes to the access request page, selects one or more programs and whether or not she will be electronically signing documents. This request results in creation of a K2 approval workflow.
The user downloads an Electronic Signature Affidavit document, which must be completed, signed in ink, notarized and mailed to WDEQ.
If electronic signature authority is requested, the system will require the user to establish a document signing PIN. The PIN, along with secret questions will be used later during the signing process. An encrypted copy of the PIN will be retained in the system for document and datafile esigner identification.
The user is notified via email that his/her request is being processed. Access to ENV-ITE will not be granted until the K2 workflow has been successfully completed.
Once the affidavit arrives, a WDEQ employee performs due diligence and establishes the validity of the user’s identity. The identity verification process consists of the following steps:
· Verification of company information using independent means such as public records and WDEQ files
· Verification that the phone number is correct
· Verification of the email address
· Verification that the user is an employee or contractor for the company
After the WDEQ employee completes the verification process, the system generates a public/private key pair using PKI. Both the public and private keys are stored in the user’s login account. The private key is encrypted using the user’s PIN. The PIN itself is never stored in the system and cannot be recovered if lost.
After the due diligence has been completed, the account is activated.
An email notifying the user that his/her account has been activated is sent and account may be used.
Login accounts inactive for 13 are disabled.  A reminder is emailed to users one month before account expiration. Users of disabled accounts must reapply for ENV-ITE access as described above.

Documents Requiring Signatures.
Documents are electronically signed when they are uploaded as the last step in an online process.  The upload form performs the following actions:
· Prompts the user for his/her PIN and the answer to a randomly-selected secret question.
· If the PIN and question are correct, the file is uploaded into a SharePoint document library.
· The user’s private key is retrieved from the secure store using the PIN.
· The private key is used to compute a digital signature.
· The signature, public key and time stamp are stored in the same SharePoint record as the document,
Validation of Submissions.
Submissions are validated using several criteria:
1. The e-signer has authenticated to the system using a valid Wyoming eGov login ID and password.
2. The e-signer has successfully completed the application process, which includes a validated Electronic Signature Affidavit, has been granted access to one or more WDEQ programs and has created a personal PIN.
3. The e-signer has entered the correct document signing PIN.
4. The e-signer has correctly answered one of the secret questions.
5. Documents may only be e-signed from within a particular regulatory program’s web application. 
6. The document upload page may only be accessed after all information in the submittal has passed validation checks.


	
	A K2 workflow controls and enforces the process used to validate each user’s Electronic Signature Affidavit. Users may not access the ENV-ITE system until this workflow successfully completes. 
Login IDs, passwords are managed using Wyoming’s egov system. Users must log into the system and have an active session prior to document submission.
Each regulatory program uses a separate web application to process and enforce business rules for that program. This is known as a process. For example, there is a process to create an application for a permit under the New Source Review program. The web application process leads the user from one step to the next and validates information along the way. At the end of each process, the application generates one or more human-readable (PDF or Word) document(s) that contains all data related to that process. These documents are created using SQL Server Reporting Services. 
After the user reviews the generated document(s), he/she is directed to apply their digital signature by entering a PIN and answering one of the secret questions associated with their account. The system validates the answer to the secret question and uses the PIN to retrieve the user’s private key from the key store. The system uploads the document and computes a hash of that document using the Secure Hash Algorithm (SHA). A digital signature is applied to the hash using the Message Digest 5 (MD5) algorithm. The document, the signed hash, a timestamp and the user’s public key are stored in a SharePoint document library.
The public key is stored with the document to facilitate the signature verification process. The public key is used to decrypt the signed hash. If the decryption operation succeeds, it means the document must have been signed using the matching private key. If the hash matches the current document’s hash, it means the document has not changed since it was signed. These two tests establish “non-repudiation.” 
The public key is stored with the document so that it will always be possible to verify a signature even if the user’s PIN is lost or changed.
All communications between the user and the system are encrypted using SSL.


	
	

	4. Electronic signature agreement

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
This requirement is described in detail in Section (1) of this document.  This process addresses pertinent issues including protection from compromise, reporting such compromise to WDEQ and submissions to be held as legally binding.
See the attached EDIT and E-SIGN ESA documents.

This requirement will be handled with the agreement the e-signer originally submits in item number 1.
The electronic signature agreement itself explicitly lays out the legal requirements that are assumed by the individual signer, and direct statements regarding the importance of protecting the PIN, and answers to challenge questions from compromise are be included on the page providing the ESA for download and on the attestation provided at each login to the portal. 

	
	System Functions:
The system will provide the legal requirements and statements regarding the importance of protecting the PIN, answers to challenge questions from compromise to the e-signer both at the time of application for the ESA and at each login to the ENV-ITE portal.

	
	Supporting Documentation (list attachments): 
Attachment #5. Electronic Signature Affidavit for E-signers
Attachment #6. Electronic Signature Affidavit for Editors 
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	Signature Process (e-signature cases only)

	5. Binding of signatures to document content 

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
WDEQ will require a valid digital signature compliant with FIPS 186-2 to be affixed to all documents requiring electronic signature before they are uploaded to the ENV-ITE system. This signature will be created using Industry standard PKI based digital signing techniques, and will be affixed utilizing software on the e-signer’s computer prior to submission. 
Digital signatures, timestamps and information needed to validate signatures are stored in the same record in SharePoint as the document. System architecture prevents them from being separated.

This attestation is provided at the user login. The user is required to check a box acknowledging the attestation. A final submission warning is displayed prior on the document submission page prior to final acceptance of the document.
1. As the final step for each regulatory process, the e-signer reviews his or her document, and determines that the document is ready for submission. This document may be one of two kinds:
a. A document generated by the e-signer, or
b. A document that was generated by WDEQ and delivered to the e-signer by WDEQ for review and submission.
2. The e-signer is prompted for his or her PIN.
3. E-signer is prompted to ENV-ITE answer one of his secret questions.
4. After the PIN and secret questions are answered, the upload and signing operations commence.
5. If the PIN and secret questions are valid and the business rules associated with the document satisfied, the upload and signing operations commence. If the operations succeed, the user sees confirmation on the screen and receives a confirmation email. If an error occurs, the user sees a message that describes the problem.


	
	System Functions: 
Electronic signatures consist of a hash computed using the Secure Hash Algorithm (SHA) encrypted using the Message Digest 5 algorithm (MD5). The hash includes the document content and signature timestamp. The signed hash is bound to the document by the fact that it resides in the same SharePoint record as the document. 
A more complete description of the signature process can be found in section 3, above.
Data Submissions 
To convert the e-signed data in human-readable format, the system may use one of the following approaches:
· Place the data in an XML format and convert it to HTML or RTF using XSL (eXtensible Stylesheet Language) transformation, and then create a PDF from the transformed document.
· Create a report with a reporting package such as SQL Reporting Services and convert it to PDF format within the application.
These approaches describe different technologies to generate the same human readable format document. The look and layout of data in the human readable format document will be the same irrespective of the technique used. In most cases, it is WDEQ’s intent to produce a document that look substantially like the paper document that could have been completed. In cases where this is not possible, a clean grid layout format of the information will be created. Regardless of which of the two approaches are used to create it, the Human Readable Format document will be a PDF that becomes the submitted copy of record. The identity of the e-signer is affixed to the human readable form. In this case the e-signer is required to enter the PIN created during at the first time login and a final submission warning is displayed on the screen before the document is accepted.

Submission of a Document.
In this scenario, the external entity is uploading a human readable document that completely encapsulates the data involved in the submission or is entering the information online within ENV-ITE.  This submission might be a document that is human readable and machine readable, such as a spreadsheet, or it might simply be a final document, submitted as a PDF, tiff, or other image format. In this scenario, where information is entered online, a human readable form is generated and presented to the e-signer prior to final submission. The identity of the e-signer is affixed to the human readable form. Where a human readable document is uploaded, the document will be opened and displayed to the e-signer prior to final submission. In both cases the human readable format is generated by ENV-ITE or the document uploaded becomes the submitted copy of record stands alone as the complete submission. In both cases the e-signer is required to enter the PIN created during at the first time login and a final submission warning is displayed on the screen before the document is accepted.
At the time the e-signer logs in to the portal, he or she will be presented with and must agree to an attestation statement, in addition to providing login credentials. If the e-signer agrees to the attestation and is able to validate his or her identity and upload the document or enter the information into online forms, the ENV-ITE system will verify that the PIN is valid. WDEQ will then apply a time-stamped digital signature (using a known public time authority). In addition, ENV-ITE will create an electronic signature hash using the document and its contents along with the hash of the user’s password. Once these actions have been taken, the copy of record will be stored in the permanent repository. These final digital and electronic signatures provide a permanently affixed record that proves that the content of the document has not been altered, and that it was received at a specific, provable date and time 
The digitally signed document will then be stored in the repository, along with the signature hash, and an email message sent to the appropriate authority within WDEQ, and to the email address of the e-signer (Attachment #9)

	
	Supporting Documentation (list attachments):
Attachment #9. Email E-sign Notification Template
Attachment # 11. Attestation warning
Attachment # 15. Final submission warning


	6. Opportunity to review document content

	 
	Business Practices: 
Applicability: This item applies to all data and reports submitted electronically, including data collected through a form, attached reports, such as spreadsheets, and bulk uploads of data.  . 
When data or reports are e-signed through ENV-ITE, the system will generate a human-readable pdf document displaying the data. The purpose of the human-readable document is to allow the user with e-sign capabilities an opportunity to view the data and/or report prior to its e-signing and subsequent signature. The human-readable pdf document will then be stored in ENV-ITE for retrieval and archive purposes.  The identity of the e-signer is affixed to the human readable form.        


	
	System Functions: 
The ENV-ITE system will provide access to all COR of data and documents to all WDEQ employees. Access to CORs by non-WDEQ employees is limited to those users with valid credentials and is limited to viewing CORs only from their own company.

	
	Supporting Documentation (list attachments):
Attachment #10 New user authorization-esignature process flow diagrams
Attachment #9. Email E-sign Notification Template


	7. Opportunity to review certification statements and warnings

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
When the e-signer logs on to the ENV-ITE system, a screen will display reminding the e-signer of the agreement they have made (as set forth in the original electronic signature agreement), and requiring them to check a check box attesting that he or she has read and agreed to the attestation statement. Once they have checked the box, the e-signer is allowed to proceed into the portal.

	
	System Functions:   
The system will present the attestation warning at the time of sign-in to the ENV-ITE system. 

	
	Supporting Documentation (list attachments): 
See Attachment #11 – Attestation Warning 



	CROMERR System Checklist

	Submission Process

	8. Transmission error checking and documentation

	 
	Business Practices: 
Applicability: This item applies to all submissions. 
Data transmission between the user and the system has built-in error checking and is encrypted. Technical details are in the System Functions section, below.


	
	System Functions: 
Communications between the user and the system are accomplished using the TCP/IP protocol. This connection-oriented protocol includes error detection, retransmission of errors and is considered reliable even under adverse conditions.
Data transmissions are encrypted using the SSL protocol. This protocol provides a secure link between the user and the system as well as providing validation of system’s identity to the user. 


	
	Supporting Documentation (list attachments):
See Attachment #13  White Paper PKI



	9. Opportunity to review copy of record (See 9a through 9c)

	9a. Notification that copy of record is available

	 
	Business Practices:
Applicability: This item applies to all submissions. 
WDEQ Requires a valid email address to be provided in any case where a document is e-signed via ENV-ITE. The email address is validated when the account is established and re-validated periodically as part of the egov account renewal process.

Documents and data requiring electronic signature must be digitally signed and submitted by a recognized holder of a WDEQ digital signature authority. For these documents, the email address associated with the ESA will be used to provide notification of document submission and availability for review. Even if a signature is not required on the paper document itself, a digital signature is required on the electronically submitted document in cases where the document submitted is a priority report. Without this digital signature, it would be virtually impossible from a legal perspective to prove the source and unaltered state of the document. So, at the very minimum, at least the e-signer must have digitally signed the document to prove its source. Note that in some cases, additional digital signatures may be required on a document if multiple signatures are required i.e. as described in section 3.200(b)(4) of the rule.
When other documents submitted to ENV-ITE, including both those documents that are submitted in relation to a delegated program and documents that are submitted to satisfy state reporting requirements, the submission must include an email address as a component of the submission. In this case, this email address will be used to provide notification of document submission and availability for review.
Notification that a final e-signing is made and a copy of record is available is sent via e-mail immediately after the final e-signing. This email will contain a reference to the e-signed document and information on how to retrieve the document (See Attachment #9).

In the event this notification e-mail message is undeliverable, the email server will register this event. The ENV-ITE Administrator will regularly check the ENV-ITE mailbox and respond to undelivered messages by attempting to obtain a valid email address by contacting the signatory or the company official authorizing the signatory over the phone. If the email address has changed since the account was created, the e-signer has to go through the process of registration. This is also the case when the e-signer requests for a change of email address.

	
	System Functions: 
The system stores the signatory information including the e-mail address in SharePoint. After the signatory does the final e-signing, the system checks for validity of the submittal and automatically sends out a notification of the submittal and availability of the copy of record immediately via e-mail. 
The system uses a locally hosted secure SMTP Mail Server to send out e-mails through the application.

	
	Supporting Documentation (list attachments): 
See Attachment #9  - E-mail E-sign Notification Template


	9b. Creation of copy of record in a human-readable format

	 
	Business Practices:
Applicability: This item applies to all submissions. 
In the Wyoming DEQ ENV-ITE system a copy of record is comprised of the three elements required by the rule, and the copy of record is the human readable format, in compliance with the fourth requirement associated by the CROMERR rule with the copy of record. The elements  of the copy of record are:
· The document e-signed.
· All of the electronic signatures that have been executed to sign the document or components of the document signed document and its contents. If the document requires a signature from one or more signatories and/or a e-signer, this will include those signatures. In all cases this will include one or more time stamped signatures.
· The time and date of receipt to help establish the document’s relation to submission deadlines, to the circumstances of its submission, and to other possibly associated documents that may have been e-signed or alleged to have been e-signed. This time and date is permanently stored with the document as part of a time stamped WDEQ Receipt Signature affixed to the document.
· The hash of the document along with all signatures and the e-signer’s PIN as entered for document submission. The entry of the e-signers PIN number will be proof that the e-signer had the opportunity to review certification statement at the time of signing since that is presented at the time of signing.


	
	System Functions:
The System uses one of the following two approaches to convert the submittal to a copy of record in PDF format.  Different scenarios based on the type of submittal include the following:
1. Place the data in an XML format and convert it to HTML or RTF using XSL (eXtensible Stylesheet Language) transformation, and then create a PDF from the transformed document.
2. Create a report with a reporting package such as SQL Reporting Services and convert it to PDF format within the application.
3. The document, the digital signature and the timestamp at the time of signing is stored in the SharePoint record.


	
	Supporting Documentation (list attachments): 







	CROMERR System Checklist

	9c. Providing the copy of record

	 
	Business Practices: 
Applicability: This item applies to all data and reports submitted electronically. 
WDEQ requires that all users with e-sign capabilities who e-signs data and documents to ENV-ITE provide and maintain a valid e-mail address.  Upon successful e-signing, an e-mail is sent to the registrant with a link to the signed document.  They will have the opportunity to download the file complete with signature, date and time of receipts.  They can store the file electronically and/or print a hard copy.  This provides them almost instantaneous access to the copy of record. The e-signer may access the copy of record at any time will logged into the ENV-ITE system. A URL to directly access the copy of record is also provided in the e-mail E-sign Notification.

	
	System Functions: 
The system stores the signed document and associated meta-data (the electronic signature, company name, e-signer name, date and time of e-signing, and other relevant information) in SharePoint.
An e-mail is sent notifying the e-signer of the submission and includes a link to the document.  

	
	Supporting Documentation (list attachments):
See Attachment #9 - E-mail E-sign Notification Template


	10. Procedures to address e-signer/signatory repudiation of a copy of record

	 
	Business Practices: 
Applicability: This item applies to all documents and reports e-signed electronically. 
In unique circumstances, documents or data e-signed electronically to ENV-ITE must be repudiated. In these cases, a manual process will be followed.  Once a user with e-sign capabilities e-signs data electronically, it is stored in the ENV-ITE system.  The user can then request to “withdraw” selected data through a written letter with hard copy signature. The letter will be submitted to the appropriate WDEQ Program Manager. Depending upon the type of data being “withdrawn”, the data in ENV-ITE will be updated and/or the status of the data, such as an application, will be updated to reflect the “withdrawn” status.  The particular mechanics for updating the data in ENV-ITE will be program specific.  In general the new information or document will be formally re-signed by the user with esignature authority. An email is sent to the person requesting repudiation and the company authority accepting or rejecting the repudiation. 

	
	System Functions: 
ENV-ITE will store the original submittal, all subsequent submittals, with an indication of which is the “official” copy of record, together with date, time, company and facility name, and the e-signer information. All withdrawn or repudiated records will be retained in a separate area for historical tracking purposes.


	
	Supporting Documentation (list attachments):
Attachment #14 Email Notification Template-Repudiation

	11. Procedures to flag accidental submissions

	 
	Business Practices: 
Applicability: This item applies to all submissions. 
The e-signer will have the opportunity to review a statement clearly stating that he or she is about to make a final submission, and that he or she may not alter it after the submission. At this point the e-signer can make a choice whether or not to e-sign data. Submissions will only be accepted after a positive response to the final attestation by the signatory. 


	
	System Functions: 
The warning states that they are about to make a final submittal and allow the e-signer to make choice whether or not to proceed with the final submittal at that point in time.
The final submittal can only be made when the e-signer clearly acknowledges (by marking the check box) that they understand this is a final submittal which cannot be modified after submission is completed. As long as the check box is unmarked, the button to click to make a submission remains disabled.
Based on their selection, the system will either receive the submittal and create a copy of record, or allow them to exit without making a submittal.

	
	Supporting Documentation (list attachments): 
See Attachment #15 – Final e-sign Warning.







	CROMERR System Checklist

	12. (e-signature cases only) Automatic acknowledgment of submission

	 
	Business Practices:
Applicability: This item applies to all data and reports e-signed electronically 
Upon submittal of data and/or a report, the system will automatically send the user who e-signed the information to ENV-ITE an e-mail message confirming receipt of the information.  In addition, a carbon copy of this message will be sent to the company authority at the designated e-mail address.  
The email will include the report title, due date, company and facility names, signatory names and date and time of receipt. 
ENV-ITE captures and stores all email, the date and time, address to which it is sent and the contents. These emails are stored for the length of time required for retention as defined by regulations for individual programs.

	
	System Functions: 
When a document is submitted to ENV-ITE, system validates the digital signatures, executes other business rules, and sends messages to various individuals, including the email acknowledgement of submission. 
Every email, regardless of its source or destination, that is sent to, from, or within WDEQ, is archived into the SharePoint database. These emails are stored for the length of time required for retention of such records as set by individual WDEQ rules and the Wyoming State Archives. Since email sent by SharePoint is sent via the servers at WDEQ, the email is captured and permanently stored, along with all of the meta data associated with that email.
See Section (9a) for further information on this topic.

	
	Supporting Documentation (list attachments): 
Attachment #9  - E-mail E-sign Notification Template
Attachment #14 - E-mail Notification Template for Repudiation
Attachment #16 – Email Notification Template-Rejection
Attachment #17 - Email notification for disabled account
Attachment  #21 - E-mail notification Template for account approval/rejection for e-sign capabilities
Attachment #22 - E-mail notification Template for account approval/rejection for edit capabilities















	CROMERR System Checklist

	Signature Validation (e-signature cases only)

	13. Credential validation (See 13a through 13c)

	13a. Determination that credential is authentic

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
Authentication is accomplished at several levels:
· A valid user ID and password has been supplied and login session established with the system.
· The user has completed a validated electronic signature affidavit. System access is only enabled after the validation process successfully competes.
· At document signing time, the user has entered a valid PIN.
At document signing time, the user has correctly answered one of the secret questions associated with his account.


	
	System Functions: 
The system validates the user’s login ID and password using Wyoming’s egov system. The egov system establishes and maintains sessions.
The K2 workflow that manages the user validation process does not activate accounts until a WDEQ employee asserts that the information on the affidavit is valid.
The system validates the PIN by using it to recover the user’s private key from the key store. If that operation succeeds, the PIN is valid. 
The Wyoming egov system is used to validate answers to secret questions. 



	
	Supporting Documentation (list attachments):
Attachment # 13 - White Paper PKI


	13b. Determination of credential ownership

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
The user’s private key is associated with his/her login account and may only be retrieved using the correct PIN. The human readable version of the PIN is never stored in the system and must be supplied by the user.

	
	System Functions: 

The system determines credential ownership using these tests:
· The PIN is associated with the login ID
· The PIN can be used to successfully recover the private key from the key store,
· The answer to a secret question matches one stored with the user’s account.


	
	Supporting Documentation (list attachments):
N/A














	CROMERR System Checklist

	13c. Determination that credential is not compromised

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
ENV-ITE is a Microsoft’s implementation of RSA public key cryptography.  A PIN, provided by the e-signer, will be used to encrypt the private key.  It is the responsibility of the signatory to protect the PIN from compromise as stated in the ESA. If a PIN is answered incorrectly three times the account is disabled. Additional security measures include challenge questions and answer pairs provided by the requestor at the time of applying for a Login ID.  One user generated question and answer pair along with the answer to the maiden name of the users mother are collected and will be asked at the time of logging on to the ENV-ITE system. If a wrong answer is given to the selected question three times, the user’s ENV-IT account is disabled and the user is directed to contact the ENV-ITE administrator.
Authentication to the ENV-ITE portal times out after 20 minutes of inactivity. If a signatory walks away leaving the site logged on, another individual could not sit down and simply e-sign documents and have those documents accepted unless those documents had been digitally signed using the PIN. 
ENV-ITE is dependent upon the signatories and regulated entities to protect the PINs from compromise and use them in the approved manner. Both the signatory and representatives of the regulated entity represented by the signatory may notify WDEQ of a compromised PIN. WDEQ may also recognize that a PIN may have been compromised by notification from a regulated entity that a submission was not authorized. If the PIN and authentication for the ENV-ITE portal have been fully compromised and unauthorized submissions are made, the out of band notification that a submission has been received should alert the signatory to the compromise, who should then report the compromise to WDEQ. If submissions are made in the prescribed manner, with appropriate signatures, and no response is received to the out of band notification of receipt, there is no way for ENV-ITE to know that the submission is anything but valid.
ENV-ITE is implemented largely as a set of business rules in the SharePoint  system. As such, business rules could be constructed to allow certain submissions only within prescribed times, or to flag submissions that do not meet defined criteria. These rules would have to be reviewed and implemented on a case by case basis, depending on the nature and regularity of the submission.

	
	System Functions: 
ENV-ITE will ensure the PIN is valid and has not been revoked for any reason.


	
	Supporting Documentation (list attachments):
Attachment #5. Electronic Signature Affidavit for E-signers
Attachment #6. Electronic Signature Affidavit for Editors 

	14. Signatory authorization

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
As part of the electronic signature agreement, the signatory is required to notify the agency if he or she ceases to be the authorized person on behalf of the entity. As mentioned in Section (2), WDEQ will verify signatory authority as part of routine facility inspection.  
The signatory ceases to be the authorized person or there has been a change to the information provided in the Electronic Signature Affidavit;
1) The credential has been compromised (or suspected to have been compromised);
2) A facility has been closed.
3) Change in employment status of the User.
When a signatory notifies WDEQ that a signatory in no longer authorized to sign for the regulated entity, the account will be closed.
 When a representative of the regulated entity other than the signatory notifies WDEQ that user’s capabilities should be revoked and/or that a signatory is no longer authorized to sign for the regulated entity, ENV-ITE Administrator will conduct an investigation to validate that information. The representative may contact the WDEQ ENV-ITE administrator via phone, email or through ENV-ITE website (if he or she is the authorized signatory who can log on to ENV-ITE). Once the identity of the individual, their relationship to the regulated entity, and their authority to speak for the regulated entity is established, the users account will be activated. ENV-ITE will send out an automated email to the user and company authority stating the fact (See Attachment #17).

	
	System Functions: 
N/A

	
	Supporting Documentation (list attachments):
Attachment #17- Email Notification Template for disabled account
Attachment #5. Electronic Signature Affidavit for E-signers
Attachment #6. Electronic Signature Affidavit for Editors


	15. Procedures to flag spurious credential use

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
It is the belief that ENV-ITE is designed in such a way that spurious use is not possible without malicious intent.  All submissions will be followed by the out-of band (e-mail) message to a responsible company official with instructions to contact the WDEQ in the event of an unauthorized submission.  It will be upon the regulated entity to notify the department of such malevolent activity.
ENV-ITE is implemented largely as a set of business rules in the K2/SharePoint system. As such, business rules will be constructed as needed to allow certain submissions only within prescribed times, or to flag submissions that do not meet defined criteria. These rules will need to be reviewed and implemented on a case by case basis, depending on the nature and regularity of the submission. In addition, reports may be constructed to look for out of place submissions that need investigation. Although the reports could identify possibly spurious submissions, human investigation and intervention would be required to take action in many cases. ENV-ITE could, however, reject submissions violating predefined rules as a matter of course, such as duplicate submissions, off-schedule submissions, submissions with invalid signatures, or submissions that are missing the required signatures. Because of the differing nature of submissions, rules will need to be reviewed for applicability to given submission types. For example, multiple submissions could be made for excess emissions. These submissions might have similar or identical meta data (same facility, same date, same submission type etc), and because of this possibility, ENV-ITE would have to accept them all and then forward them to the program administrator for acceptance.
It is important that ENV-ITE not reject valid submissions, so an element of reporting and human review will be required. ENV-ITE can suggest submissions that its rules flag as possibly spurious or invalid for review as part of individual process design.

	
	System Functions:
The system will automatically send email notifications for all submissions to the responsible company official that includes company name, signatory name, report submitted and date and time of submission. SharePoint will be configured for business rules for each submission type to flag submissions that do not meet certain criteria (such as off-schedule and duplicate submissions)

	
	Supporting Documentation (list attachments):
See Attachment #9  - E-mail E-sign Notification Template






	CROMERR System Checklist

	16. Procedures to revoke/reject compromised credentials

	 
	Business Practices: 
Applicability: This item applies to all submissions with an electronic signature.
As part of an e-signature agreement, registrants are required to contact the ENV-ITE Administrator in the event of suspected compromise by either by phone or email (will be listed on the ENV-ITE portal) to notify that an account needs to be deactivated. The request will be validated by conducting an investigation by the ENV-ITE Administrator. Upon validation, the account will be disabled. (see 14 above) An automated email will notify the regulated entity that the account has been disabled and the registration process needs to be completed to get a new account.  See attachment #17.
It is important to note that ENV-ITE may reject submission for other reasons (such as invalid WDEQ signature, invalid e-signer’s signature) in which case the account will be deactivated and the e-signer and ENV-ITE administrator will receive an automated email notification stating that the submission has been rejected for the reason specified. 
Item# 14 lists three cases for deactivation of an account:
1) The signatory ceases to be an authorized person or there has been a change to the information provided in the Electronic Signature Agreement,
2) The credentials (ID, password, PIN or answers to secret questions) have been compromised (or suspected to have been compromised).
3) A facility has been closed.
These are the only cases in which the users account would be deactivated. The only automated revocation is the revocation of a certificate at the request of the signatory.

	
	System Functions:
The ENV-ITE System will include an interface for ENV-ITE Administrator to manage user capabilities and accounts

	
	Supporting Documentation (list attachments): 
Attachment #5. Electronic Signature Affidavit for E-signers
Attachment #6. Electronic Signature Affidavit for Editors 
Attachment #16  -Email Notification Template for Rejection
Attachment #17- Email Notification Template for disabled account


	17. Confirmation of signature binding to document content

	 
	Business Practices:
Applicability: This item applies to all submissions with an electronic signature.
See section 5

	
	System Functions: 
See section 5

	
	Supporting Documentation (list attachments):
Attachment # 13 - White Paper PKI
Attachment #16   - Email Notification Template for Rejection





	CROMERR System Checklist

	Copy of Record

	18. Creation of copy of record (See 18a through 18e)

	18a. True and correct copy of document received

	 
	Business Practices:
Applicability: This item applies to all data and reports e-signed electronically. 
A copy of record (COR) is a human-readable document generated by the ENV-ITE system which includes a permanently affixed digital signature. In the event of resubmissions or corrections, ENV-ITE will keep every version of the COR submitted, each with a date and time stamped signature, with the official corrected COR marked as such. The determination whether the uploaded document is actually accepted is made by representatives of the associated division. SharePoint by design will not delete previous versions. Versions may be distinguished by the date and time of submission and the e-signer. Upon the submission of either documents or data, the submission will be acknowledged via email to the e-signer and the company authority. This email will also contain a URL providing direct acc to the copy of record.

	
	System Functions: 
The system will perform these validation operations as an inherent function of the PKI infrastructure.
Hash values are encrypted based on the private key and can only be decrypted using the corresponding public key. ENV-ITE will have procedures to decrypt the signature using the public key, recalculate the hash value of the content signed, and determine whether the decrypted signature and recalculated value are equivalent.  Where values are equal, it confirms that the true and correct copy is received; where values are not equal, the document is rejected and the system notifies the e-signer on the e-sign screen or via email that includes a reason for rejection (Attachment #16).

	
	Supporting Documentation (list attachments):
Attachment # 13 - White Paper PKI
Attachment #16   - Email Notification Template for Rejection



	18b. Inclusion of electronic signatures

	 
	Business Practices:
Applicability: This item applies to all submissions. 
The digital signature is created by encrypting a hash of the document being signed with the private key in a public/private key pair. The digital signature and encrypted hash value becomes part of documents record.

The ENV-ITE system will create an electronic signature hash using the documents content, the date and time stamp along with the hash of the user’s PIN and will store this electronic signature hash with the document. This signature verifies that the signatory reviewed the attestation at login and the final submission warning at the time of signing.


	
	System Functions: 
The system will perform these validation operations as an inherent function of the PKI infrastructure.


	
	Supporting Documentation (list attachments):
Attachment # 13 - White Paper PKI
Attachment #15 - Final e-sign warning
Attachment #11 - Attestation Warning


	18c. Inclusion of date and time of receipt

	 
	Business Practices:
Applicability: This item applies to all submissions. 
When the document or data is received by or entered into the ENV-ITE system, a receipt digital signature is applied, using a Wyoming A&I time server and it contains the date and time of submission, permanently binding that information to the document. Other meta data are used for filing and classification of the document for retrieval, but are not a part of the copy of record. The digital and electronic signatures included as part of the copy of record provide confirmation of the e-signer.

	
	System Functions: 
ENV-ITE will keep every version of the COR submitted, each with a date and time stamped signature. The determination whether the online created or uploaded document or data are actually accepted is made by representatives of the associated division. ENV-ITE by design will not delete previous versions. Versions may be distinguished by the date and time of submission and the e-signer.

	
	Supporting Documentation (list attachments):
Attachment # 13 - White Paper PKI








	CROMERR System Checklist

	18d. Inclusion of other information necessary to record meaning of document

	 
	Business Practices:
Applicability: This item applies to all submissions. 
Other information such as report type, reporting period, company and facility name, signatory name, will be included in the human readable document and as such will be part of the copy of record. All these data will have appropriate labels to provide meaning of the data. This information will also be recorded as metadata in the document management system for the purpose of filing and classification within the document management system for retrieval of the document. 


	
	System Functions: 
The system will include all necessary information such as those mentioned above within the human readable document and also as metadata in ENV-ITE enterprise database. The metadata in ENV-ITE is used for classification and organizational purposes only.

	
	Supporting Documentation (list attachments):



	18e. Ability to be viewed in human-readable format

	 
	Business Practices:
Applicability: This item applies to all submissions. 
As previously mentioned, the data or documents e-signed will always be presented in a human-readable format with meaningful labels and logical grouping of data elements.  In most cases, these documents will be PDF files, but will also include various other common formats, like Microsoft Word, Excel, etc.  They will also include all data and labeling necessary to completely define the submission, i.e., facility name, date, report type, etc. The e-signer may read it at the time of submittal and at a later time when a Copy of Record is requested and retrieved from ENV-ITE. As mentioned previously, the COR is always in human-readable format.


	
	System Functions: 
The system will make this human-readable document available to the e-signer for review before making the final submission. Where data is submitted through web application by filling out web forms or as XML, the web application itself or the ENV-ITE system will generate this document and make it downloadable from the ENV-ITE system. In cases where data is submitted as a human-readable document by the e-signer, the system does not need to generate it.

	
	Supporting Documentation (list attachments):



	19. Timely availability of copy of record as needed

	 
	Business Practices:
Applicability: This item applies to all submissions. 
Wyoming’s Department of Environmental Quality (WDEQ) ENV-ITE system can and will produce the copy of record upon request.  The copy of record (COR) is stored in human-readable format. This will be available to system users with edit and/or e-sign capabilities and WDEQ staff. Note that the COR will be maintained in accordance with the Wyoming Document Retention Schedule which varies on a program-by-program basis, or as required by federal rule. However, to the extent feasible, we will continue to maintain the documents within the WDEQ document management system indefinitely beyond the specified maintenance period.

	
	System Functions: 
The WDEQ ENV-ITE System will provide external users, who have edit/e-sign capabilities, with a web interface to search and access copies of record.  This will require the assignment of corresponding log on credentials in order to access and utilize the system.  These credentials will be obtained via the Wyoming egov site which will be accessed via this URL:
https://egov.state.wy.us/
Search criteria will vary from WDEQ program to program. However, all programs will have the ability to retrieve documents via document ID or Permit number. In order to facilitate easier retrieval of historical copies of record, a search function will be provided.  The following is a list of searchable fields that both external and internal (WDEQ) system users will have access to:
· Document ID
· Permit Number
Note that external users will only have access to the documents that they themselves have submitted via the portal, so the search fields listed above will only apply to filter that list of documents. Additional document access will be granted by Company Authorities.  These checks and balances are being implemented due to regulated entities various security concerns. These regulated entities might, and likely would not want, an external user to have the ability to access documents submitted by other parties. However, internal WDEQ users will have the ability to look up documents from any company.


	
	Supporting Documentation (list attachments):





	CROMERR System Checklist

	20. Maintenance of copy of record

	 
	Business Practices: 
Applicability: This item applies to all submissions. 
Documents that are e-signed will be stored in human-readable format along with the digital signature(s) as copies of record in SharePoint. These documents will be protected from edits and preserved in exactly the form in which they were submitted.  Read-only access to the documents will be available to authorized agency personnel and to the e-signer for review as needed. Documents will be preserved indefinitely in the document management system.
All data at WDEQ, including the data stored within SharePoint, is backed up on a nearly real-time basis to an off- site location.  WDEQ, like all agencies in the state of Wyoming, is required to develop a disaster recovery plan, which includes substantial provisions for recovery of data and resumption of operations in the event of a disaster.
Audit logs in SharePoint are stored in log files that are accessible  only to system administrator 

	
	System Functions: 
Addition of documents and modifications to acquired documents are audited by the document management system, and the audit logs in the document management system are protected from modification. If a document is edited or replaced, the system retains both the original document and the new version of the document. System security will be configured to allow no modification of the signed documents (copies of record). No users have update or delete capabilities for COR documents

	
	Supporting Documentation (list attachments):
See Attachment #8- Wyoming CIO Policy Manual



1
*NOTE: Each of these examples provides an approach that could help satisfy the associated CROMERR requirement.
Adopting a suite of these example approaches does not guarantee that EPA will find the resulting system to satisfy the CROMERR standards.
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