
WDEQ COMMON PROCESS #36 New User Authorization.  
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New User 

navigates to 

https://

egov.state.wy.us

New User 

requests a “New 

Profile”

Collect

Name, Addr, 

Phone, SSN,Email

Drivers Lic #

Preferred login ID, 

PW and personal 

questions

Validate PW 

and profile Info.

No

Log New user in 

with valid profile

User Selects 

access to Online 

Services

ENV-ITE

Is User 

Registered?

1
st
 time 

login 1 Yes

Request 

Capabilities

by WDEQ 

Program, Edit or  

e-sign

No Edit or e-sign

Print Edit Elec. 

Signature Affidavit

Print eSign Elec. 

Signature Affidavit

Edit

Requestor signs 

with notarization

Provides contact 

information

Company Officer signs 

with notarization 

(Notarization for eSign 

only)

Mails final document to 

WDEQ

WDEQ ENV-IT 

Admin

ESA

WDEQ ENV-IT 

Admin

ESA

ESA Validation

1. Validate Notary License

2. Validate phone numbers(Call)

3. Validate mailing addresses

4. Validate email addresses

5. Get permission from division/Program

ESA Valid

Email rejection Letter 

contains the reason for 

rejection and directs the user 

to reapply. Attachments 21 & 

22 email notification 

Template-Rejection

Mail Rejection letter to 

company authority. 

Return ESA

Requestor must start 

over

No

Yes

1
st
 time 

login 2

Register User ID

to program

User 

Auth 2

Email acceptance 

Letter contains next 

step instructions 

Attachments 21 & 22 

email notification 

Template-Rejection

Pass user ID 

to ENV-ITE

User 

Auth 1

Pre-condition  

No login, PW, or 

ENV-IT 

capabilities.

Post-

conditions 
egov login ID, PW, 

Secret personal Q/A 

pairs. ENV-ITE 

capabilities granted or 

rejected. For e-sign 

capabilities 1
st
 time 

login status flag set.

User 

Auth 3

Notes
If the requestor is a 

consultant or contractor the 

ESA must be signed by the 

Client company officer. A 

consultant must create a 

unique login ID and affidavit 

for each client 

Notes
Users with E-sign capability 

automatically has edit 

capability as well as e-sign 

capabilities

User 

Auth4

User 

Auth 5

Notes
ENV-ITE will log a user out 

after 20 minutes of inactivity

Create PIN and provide 

answers to 5 of 20 

personal questions

eSign

Email notification of  

request to program 

contact and ENV-ITE 

Administrator 

attachment # 26

Requestor clicks 

confirmation link

Email to requestor 

with confirmation link 

to ENV-ITE



WDEQ COMMON PROCESS #36 New User Authorization – Login and 1
st
 time Log in
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r 1st time 

login 1

1
st
 time 

login 2

User 

Successfully 

logs into egov 

portal

Lost PW or 

Login ID?

Forgot 

PW/PIN 

1
YesNo

No

Select ENV-ITE 

Service
Yes

Is User 

Registered?

User 

Auth 2 No

13 months 

since last 

login?Yes

Edit/    

e-sign 

2

No

User Prompted to 

enter a new PIN

Change status of 

user to not 1
st
 time 

login

Yes

Pass user ID, 

PW and 

personal Q&A 

pairs to ENV-

ITE

Is user 

registered as a 

e-signer? Display Attestation 

warning

See attachment 11 

Attestation 

Warning

Yes

Yes

Is user 

registered as 

an Editor?

No

Answer 1 of 5 

personal 

questions

Yes

3
rd

 wrong 

Answer
No

No

No

Yes

User links to ENV-

ITE via WDEQ 

web sites

Display login 

Screen. Valid 

ID and PW?

Yes

User Auth 

1

Email to ENV-ITE 

Administrator CC 

Company Authority

Attachment 17

Yes

Disable account 

Display notification 

of disabled 

account on screen.

Post-conditions 
1. Successful login for 

users with Edit or e-

sign capabilities

2. Creation of a PIN for 

users with e-sign 

capabilities

3. Rejection of user 

with e-sign capabilities  

Pre-condition  
1. User has a valid 

login ID and PW.

2. Users with edit and 

e-sign capabilities have 

validated ESA

Notes
External users can login from 

either the egov portal or from 

links in WDEQ webpages

Notes
ENV-ITE will log a user out 

after 20 minutes of inactivity

13 months 

since last 

login?

Display Attestation 

warning

See attachment 11 

Attestation 

Warning

No

Yes



Common Process #34 Edit & e-sign
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e-sign 2

Edit/    

e-sign 1

WDEQ Process specific workflows entering, editing, 

or uploading documents or data

NOTE. Process specific processes define the roles and 

capabilities of internal DEQ users. None can edit COR 

or e-sign

Selects 

CORaccess or 

e-signer 

Reports

Enter document 

ID, display COR w/

option to print or 

download

COR Access
1. Click “List of” User IDs 

company e-signers

2. Display list of authorized 

e-signer names

3. Select e-signer

4. Display list of e-signed 

document names and IDs for 

e-signer

E-signer report

Display list of 

programs user is 

authorized to 

access User selects 

program

Logoff session

User selects “e-sign document 

or data”

Display Human Readable Form 

of the document or data

Display Final Submission 

warning

Attachment 15

Email to user verifying 

edit, or upload cc WDEQ 

Program contact and 

Company Authority

Attachment 25

User 

completes 

upload or edit

Return to 

process 

specific 

workflow

3
rd

 wrong 

Answer

User prompted 

for PIN. PIN 

Valid?

No

Email to ENV-ITE 

Administrator CC 

Company Authority

Attachment 17

Disable account

Display notification 

of disabled 

account on screen

Yes

No

1. Assign unique document ID

2. Change status of Human 

Readable form of COR

3. Final and file in COR library

Email to User 

CC Company Authority

WDEQ Program Contact

Attachment 26

Yes

User 

Auth 3

Return to 

process 

specific 

workflow

Post-conditions 
1. Edited/uploaded 

documents or date with 

email notification

2. e-signed documents 

of data with email 

notification 

3. Document COR 

status set to “e-signed”

OR 

3. Disabled account for 

user with e-sign 

capabilities

Pre-condition  
1. User has a valid 

login ID and PW.

2. Users with edit and 

e-sign capabilities have 

validated ESA

Notes
ENV-ITE will log a user out 

after 20 minutes of inactivity



WDEQ COMMON PROCESS New User Authorization – Forgotten Password, Login ID or PIN
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Forgot 

PW/PIN 

1

Select ENV-ITE 

Service

User 

Successfully 

logs into egov 

portal

Edit/    

e-sign 1

No Select forgot ID/PW

Forgot PIN?

Yes

No

Retrieve login 

credentials and 

Secret questions & 

answers

Yes

Forgot PW No Forgot Login ID

Yes

User

prompted  for 

answer to 2 

Personal

questions.

Correct?

Email to ENV-ITE 

Administrator CC 

Company Authority

Attachment 17

3
rd

 wrong 

Answer

Disable account Display 

notification of disabled account 

on screen.

Display Main DEQ phone 

number to call to unlock account

Yes

Yes

No no
Yes

User Prompted to 

enter new PIN

User 

Auth4

User

prompted

for Full name, SSN 

and Answers to 

personal questions

Correct?

Display login IDYes

User

prompted for

Login ID and 

answers to 

personal questions 

Correct?

Allow user to 

change PW. 

Validate against 

PW rules.

Yes

User 

Auth 5

No No

Pre-condition  
1. User has a valid 

login ID and PW.

2. Users with edit and 

e-sign capabilities have 

validated ESA and PIN 

1
st
 time user flag not 

set

Post-conditions 
1. New user PIN

And/or

2. New user PW

And/or

3. New user ID

Notes
ENV-ITE will log a user out 

after 20 minutes of inactivity



Common Process #34 Repudiation Process 
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WDEQ Program 

Manager

WDEQ Program 

Manager

The e-signer or the 

Company Authority writes a 

letter specifically requesting 

a specific document or data 

submission be withdrawn. 

The document ID must be 

referenced.

Program Manager 

validates 

document and e-

signer

Accept or 

Reject

E-Signer and 

Company 

Authority

E-Signer and 

Company 

Authority

Reject

Program Manager sends a 

manually written hardcopy 

letter to e-signer and the 

Company Authority stating 

the reasons for rejection. 

END

Program Manager files 

Service request requesting 

the specific document or 

data submission be 

“Withdrawn”

Accept

ENV-ITE 

Administrator

Sets the status of 

the specific COR 

to “Withdrawn”

Modifies on-line 

data as needed.

E-Signer and 

Company 

Authority

Attachment 14

System generates 

and files 

automated e-mail 

to e-signer and 

company authority 

notifying of 

acceptance of the 

repudiation

E-Signer and 

Company 

Authority

Attachment 14

Pre-condition  
1. User has a valid 

login ID and PW.

2. Users e-sign 

capabilities have 

validated ESA and PIN 

1
st
 time user flag not 

set

3. Properly e-signed 

document COR

Post-conditions 
1. Unchanged 

document COR

or

2. COR status set to 

“withdrawn”, WDEQ 

Program manager 

name recorded and 

date, and on-line data 

manually changed as 

needed. Automated 

email notification sent.
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